Analisis del trafico de red
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— Bogot ——

“Given enough eyeballs, all bugs are shallow.” (Linus’s Law)
"Con suficientes ojos mirando todos los bugs seran evidentes”
Eric S. Raymond
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El objetivo: Servidor GLPI en 192.168.2.182

<« C (@ A Noseguro 192.168.2.182 @& 7 ¢ 1 @ ' Reiniciar para actualizar 3

[0 Documentacion [J Linux [ Utilidades [3 Tipos de Concr... [J Juan Felipe » [3 Todos los favoritos

GLPI

Inicie sesion con su cuenta

Inicio de sesion

glpi-RNF

Contrasefia

(AR R R RN RN Y]
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Verificar puertos abiertos: Zenmap

= =294 |Lontent-lype: applicatlon/X-wWWw-Torm-ur Lencoueq
Zenmap (como superusuario) v) (=) (x
N d & scan Tools Profile Help 1
: t T —
nmap' un Scanner e puer OS Target: |192‘168.2.182 ~ | Profile: |Regularscan - ‘Sca-‘| Cancel
= Command: |nmap 192.168.2.182 P

« Zenmap: interfaz grafica de nmap ree.

nmap 192.168.2.182 - ‘ Deta sl

Host

i
° Indicar la IP a escanear I D; 192.168.2.182 ?‘;:rting Nmap 7.94 ( https://nmap.org ) at 2624-89-26 22:50

a

t

1

Nmap scan report for 192.168.2.182
Host is up (©.88841s latency).
Not shown: 998 closed tcp ports (reset)

« Elegir el perfil del escaneo s o

e MAC Address: 08:00:27:F4:34:D4 (Oracle VirtualBox virtual
t NIC)

* Click en “Scan” ‘

Nmap done: 1 IP address (1 host up) scanned in 1.42 seconds

* Bingo: \ !
- Abiertos los puertos 22 y 80
- 22: ssh

- 80: http
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Captura de tramas de red

The Wireshark Network Analyzer (como superusuario) oAl

e Ejecutar Como Superusuario Archive Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonja Wireless Herramientas Ayuda
Am o mlR G ] o= SEQQQE

L Elegi r: [W]Aplique un filtro de visualizacion ... <Ctrl-/> (=K

B ArCh ivo N pcap Welcome to Wireshark
Abrir

_ Arch]vo . pcapng Jrootjwireshark/ingresoAGLPI.pcapng (132 KB)

frootfentradaGLPl.pcapng (131 KB)

- Interfaz de red

Capturar

...usando este filtro: [[]Introduzca un filtro de captura ~ | | Todas las interfaces mostradas~
enp3s0 J!—JMA—A—«-\A- -
any e ———

Loopback: lo M Ma_t
bluetooth-monitor
nflog k

Descubrir

Guia de usuario - Wiki - Preguntas y respuestas - Listas de correo - SharkFest - Discord de Wireshark - Donar
Esta ejecutando Wireshark4.0.7 (Git commit 0ad1823cc090).

#  Preparado para cargar o capturar No hay paguetes Perfil: Default
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Comienza la captura

.000228488
.000262582

-084210125

vwwrww

Domain MName System (query)

@7

Seguridad de la informacion

192.168. 2.
13 5.187930196  PcsCompu_f4:34:d4 Tp-LinkT_@b:62:84 ARP
14 5.187947358  Tp-LinkT_@bh:62:84 PcsCompu_f4:34:d4 ARP

enp7s0: <live capture in progress>

1
1
1
1
.3
.3
1
1
1
1
3

5.182
182

196.157.8.33

Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bi
Ethernet II, Src: PcsCompu_f4:34:d4 (08:00:27:f4:34:d4), Dst: T
Internet Protocol Version 4, Src: 192.168.2.182, Dst: 192.168.2
User Datagram Protocol, Src Port: 55262, Dst Port: 53

Ingenieria de sistemas

ICMP

ICMP

81 Standard query @x21c7y A 2 dehlan poul nt org

85 Standard queg,r GxSEMB h 2. debln pool.ntp.org.hmy b
query @x0a7s AAAA 2.debian.pool.ntp.org.hmv
8 Standard query Gx5949 A ebian. poal.ntp

85 Standard

85 Standard

50 3e aa Gb 62 B4 08 6@ 27 T4 34 d4
00 43 ab 81 40 00 40 11 09 21 cO a8
82 91 d7 de @@ 35 @@ 2f 6a bd 21 c7
00 0D 00 00 00 0@ 91 32 06 64 65 62
70 6f 6T 6c @3 6e 74 7@ 03 6T 72 67

Paguetes: 14 + Mostrade: 14 (100.0%)

Ing. Ricardo Naranjo Facci

query st@ 9 A 2.debian. poal ntp.org.hmv
query OxBa75s AAAA 2.debian.pool.ntp.org.hmv §
60 Who has 192.168.2.17 Tell 192.168.2.182
42 192.168.2.1 is at 58:3e:aa:0b:62:84

Capturando desde enp7s0 (como superusuario) ¥) (2) (x) B
Archive Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda
i WE & & =
[ W X e EPF I EAQ_/E :
(W]Apligue un filtro d 3 -] +
No. Destination Protocol Length Info

B8 00 45 G0 P> b

B2 b6 cO ad C-ad
81 80 80 01 5./
69 61 Ge 04 2
6@ 90 61 @8  pool-ntp

Perfil: Default
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S, G

&} Home | 2& My settings

Main Personalization Personal View

Login: glpi-RNF

Surname

Picture

m Cambiamos la imagen

File(s) (2 Mio max) 1

Drag and drop your file here, or

Seleccionar archivo Sin archivos seleccionados
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Detener la captura de tramas y guardar .pcapng

*enp7s0 (como superusuario) v (a) (%

CUSIWG Edicion  Visualizacion Ir  Captura  Analizar Estadisticas Telefonfa Wireless Herramientas Ayuda
Abrir Ctrl+0 E = ]il —
& W
Abrir reciente = == Gl Q a E o

Fusionar...

Importar desde volcado hexadecimal... Protocol Length Info Y 1o o (

k N L ok como

Corrar Cl+W 182 HTTP 733 GET /index.php HTTP/1. " B /root/wireshark SUPerusuario)
= 1 HTTP 3314 HTTP/1.1 200 OK  (text{ m
Guardar Ctrl+5 182 TcP 60200 . 80 [ACK] Seq=1? Omputer |  Name QO QO @ & B
Guardar cofhy... Ctrl+Shift+S T Seanars Query xroet| (B root INgresoAGLPI pcapng ZjSize  [Wpe  Tpate e

132.. kiB Pac...NG)

Conjunto de archivo B 14/09/2..7p

Standard query
Standard guery GxEEcé
GET /front/cron.php E
80 — 60200 [PSH, ACKy
60200 - 80 [ACK] Segy
HTTP/1.1 200 0K (GI,
60200 . 80 [ACK] Seq
80 - 60288 [FIN, ACH3
60208 - 80 [FIN, AC%
80 - 60200 [ACK] Seg
Standard query 8x87

Exportar paquetes especificados...

Exportar andlisis de paquete

.
=
[s=]
[+
==
=
=
o

Exportar PDUs a archivo...

Quitar cabeceras...
Exportar claves de sesion TLS...

Exportar objetos »

Imprimir... Ctrl+P
CtrI+Q

Salir

L3 anda ueg.r ;
Standard query @x0

TOZTIEET2TIEE .
22?9 209 260135063 192 168.2. 182 19@ 15? B 33 DNS

Fil : ivi e
e name: ]ActlwdadGLPl.pcapn |
g ;
f ‘ ke save j

Guardar como:

» Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bi 58 3e aa Ob 62 84 08 6O WfTEShark/_ P

» Ethernet II, Src: PcsCompu_t4:34:d4 (08:00:27:74:34:d4), Dst: T 00 43 ab B1 40 00 48 11) »~Pcapng [N X Cancel
» Internet Protocol Version 4, Src: 192.168.2.182, Dst: 192.168.2 B2 @1 d7 de 90 35 @@ 2fg Comprimir con gzip . P—

» User Datagram Protocal, Src Port: 55262, Dst Port: 53 00 00 00 00 00 00 @1 32/ ¢+ Help
¢ Domain Mame System (query) T@ 6f 6T 6C @3 Ge 74 70 Ws v, = [T ETEws .

(O # wireshark_enp7s0B0UKU2.pcapng Paguetes: 2285 - Mostrado: 2285 (100.0%) - Perfil: Default
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Revisar la conexion donde aparezca el login

Wireshark - Seguir secuencia HTTP (tcp.stream eq 0) - ActividadGLPl.pcapng (como... v '~ %

« Aplicar filtros:

‘ POST /front/login.php HTTP/1.1 -
: Content-Length: 203 b
(N]{ |Upgrade-Insecure-Requests: 1 F
Origin: http://192.168.2.182 for,
Content-Type: application/x-www-form-urlencoded
ES  User-Agent: Mozilla/5.8 (¥11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.8.0.0 Eron]
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,image/avif, image/webp, image/sapng, */*;q
=0.8, application/signed-exchange,v=b3;q=0.7 L
Referer: http://192.168.2.182/index.php

Accept-Encoding: gzip, deflate

Accept-Language: es-US, es-419;q=0.9,es;0=0.8

Cookie: glpi_4@dib2dB83998fTabacbh726e5bc3d22129=9n22f5vk3ktaptjagg66iizgju
Host: 192.168.2.182

Via: 1.1 tarkin@empire.gov (squid/5.9) -
X-Forwarded-For: 192.168.2.1
Cache-Control: max-age=0
Connection: keep-alive

- http.request.method=
="POST”

- ip.dst ==
192.168.2.182

- http contains “login”

* Boton derecho:

noAUTO=R&redirect=& glpi_csrf_token=14598d2caf42d396929293ca256T0cB7el785283096Cc60T6656b19e2202384dT
Afielda6b6T6242d6d350=g1pi-RNFETieldb66T6242d6d352=clavesupersegura &g Ele:N Fap = G (el g bl [ RS [ 1

&submit=HTTP/1.1 382 Found

Date: Fri, 27 Sep 2024 03:21:16 GMT
Server: Apaches2.4.56 (Debian)

Expires: Thu, 19 Nov 1981 @8:52:00 GMT E
Cacho. Contrnl: nn.ectora  no-rcacho muct _rovalidata ‘

* Seguir secuencia HTTP

° PP BI NGO ' ' ' : E 10 cifent pkt(s), 10 server pkt(s), 19 turn(s).
‘ ‘ l °e°° : % Conversacion completa (261 kB) - Mostrar datos como | ASCII - 3
13
» +[1 Buscar: Buscar siguiente| =~
» H ¥
" [ Filtrar secuencia Imprimir Guardar como... Atras X Close S {Help

Tt T
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Filtros para todos los gustos

- tcp.port == 80

- http.host == "google-gruyere.appspot.com"
- tcp.port == 80 && http.host == "google-gruyere.appspot.com"
- http.request.method == "POST"

- http.request.uri contains "/login"
- http contains "username="
- http & tcp.port == 80

- frame.time >= "2024-08-22 10:00:00" && frame.time <= "2024-
08-22 10:05:00"
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Exportar objetos intercambiados

ActividadGLPl.pcapng (como superusuario)

Archivo Editar ver — +-nemo superusuario)
Edicién  Visualizacion Ir Captura Analizar Estadisticas Telefonfa \wir~'~-

=

— —s Ir Marcardores Ayuda =
Abrir ctri+o E T SE wireshark - EXP Arge o —
Abrir reciente = T —E= ol e @ j @ L= 100% i
Fusionar... Filtro de texto: [— : . = I () | Vista de icong Q
| - e - x| 2] :
Importar desde volcado hexadecimal... Protoco ~ Nombre de equipe — R S B L | { (& root wiresh, _—__—___—_——202‘09'
c Chrl+w a8z HTTP paquete Mo 68.2.182 — L_““_i 26-objetos ,
cerrar rl+ 3 i 269 192.168. Computador ——
i 1921682387 & o
92.168.2. root
Guardar como. .. Ctrl+shift+5 ]i_%ggg 192‘168,1182 T =
Conjunto de archivo s 1296 ig‘é]igﬂalzlig% & Escritorio -’ g [
Exportar paquetes especificados... 1298 192‘_168.2,132 LJ Sistema de .. 2_66f624ech2c70 ) ‘l I
- 1304 102 168.2.182 @ min.pn - 2ﬁ66f624ecb2c7o ai-di & J
Exportar andlisis de paquete v 1307 192:168‘2-132 Papelera -png min(1).png - -dist.png ai'fﬁsﬂl).png
i 1921682 182 d2017.1., . ) -
Exportar PDUs a archivo... 1313 1924]]-.2%-%]]“382 Red aiff-dist.png aiff-dist(1) ) )
Quitar cabeceras... 1314 192. nds i -png bmp-diét )
168.2.182 .png s
Exportar claves de sesion TLS... 131?’ 133.168.2-182 E’ Navega la red bZZ'dF;t 19 bmp dlst(l).png
Exportar objetos :]l.g)i9 192»153%-{322 Lk bzz’diSt(lJ.png C*C}'I'.S.ati n al
Imprimir... 2073 },3%%,66%2182 g C-dl'st(ll.png
- 2076 ‘168 2.182 [ |
I — 208 122100 - [~ )
2279 209.260135063 %‘ﬁg 192,168.2»123 central.php central.phpé, '—@ | ‘
] 192.168.2. itemtype=Centra central(1).ph e
v Frame 1: 81 bytes on wire (648 bits), 81 bytes capf 22-'53 192.168.2.182 Ioi ?DE—CentraJ&ﬁ p . CEﬂtral‘(l),php&_
y Ethernet II, Src: PcsCompu_f4:34:d4 (08:00:27:74:34704), DSET 51 192.168.2.182 9lpi_tab=Centrals... itemtype=Centrajg,
» Internet Protocol Version 4, Src: 192.168.2.182, Dst: 192.168.2 21 192,163.2.182 glpi tab=Centralg
» User Datagram Protocol, Src Port: 55262, Dst Port: 53 2215 192 168.2.182 | - $...
» Domain Mame System (query) 2226 '168.2.182 [
230 192.168. @)
2 192168-2.132

2.1 Cro h .
22225689 192.168. .18 n.p P cro (l)pllp

¢sv-dist.png
() ¥ Preparado para cargar o capturar

csv-dist(1).png
154 elementos, €Spacio libre: 8,0 G

-
ﬁr/_-_—;
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Topologias de conexion de wireshark

Shared Media

100 Mbps half duplex : :
Max 100 Mbps! Switched Media

Switch

Host A Host B

: | y
Traffic is switched. .. ...to its destination
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Topologias de conexion de wireshark

Switched Media — "Hubbing Out Switched Media — Same Computer
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Topologias de conexion de wireshark

Switch + Monitor Port Machine-in-the-middle

Switch

Max 2 = 100 Mbps
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Topologias de conexion de wireshark

Switch + Tap

Host A

Max 2 x 100 Mbps
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Topologias de conexion de wireshark

Switch — Man In The Middle Switch — MAC Flooding

T S B
Host A ’ Host B Host A Hﬂst B
S ] :

Switch is confused Swnmh is confused Fall open" means
and sends packets and falls back to -_._: s==- it acts like a hub
to the wrong port fail open mode -
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{Preqguntas’

Memorias de la charla
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