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Al fin ;cual es cual?

Solutions

NOC Aspectos

Network Operations Center
Centro de operaciones de Red
Ubicacién de los servidores de una
empresa y los equipos de red.

Hoy en dia: Interno/Externo/Mixto

SOC

Security operations center

Centro de operaciones de Seguridad
Personas / Procesos / Tecnologias

brindan conocimiento situacional a través de
la deteccidn / la contencién / la reparacién

Se encarga incidentes (oo B

Identificacion, validacioén, priorizaciéon, analisis, 109 Q1
notificacién, investigacion. o)
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CSI RT Aspectos

Computer Security Incident Response
Team

Equipo de respuesta ante incidentes

informaticos

Recibe informes de violaciones.
realiza analisis de los informes
responde a los remitentes.

puede ser un grupo establecido o un
conjunto ad hoc.

Interno; parte de organz/entidad/Nacion

Externos: brindan servicios pagados de
forma continua o segun sea necesario.
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CERT

Computer Emergency Response Team
Equipo de respuesta ante emergencias

Aplican soluciones a problemas de
ciberseguridad.

Contratistas del gobierno
Empleados de una corporacién

Deben considerar la seguridad
del punto final
de los datos en uso
de los datos en reposo.

Pruebas y simulaciones para anticipar

También necesitan controlar el dano
rapidamente.

Aspeactos




S0C <=> CSIRT

Equipos de respuesta a incidentes
Tienen diferentes roles y responsabilidades.
Defender redes y datos corporativos.
Prevenir, Detectar, Manejar, Responder.

SOC

Enfocado en la
identificaciéon y
atencion de
incidentes.

Asume
funciones de

CSIRT si no
existe.

OPERATIVO.

CSIRT

Entender el ataque.
Minimizar y controlar
consecuencias.
Comunicarse con:
implicados, directivos,

clientes, entes de control,

pares.
Prevencion - alertas
tempranas.
ESTRATEGICO.
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Aspectos fundamentales o &

S0C <=> CSIRT S
Identificar ataques. Aspecios
Uso de tecnologia.
Atender incidentes.

Minimizar riesgos. (prevencion)
Mecanismos de autoproteccion

Permanente capacitacion en
amenazas y vulnerabilidades.

Experiencia para analizar los datos
recogidos.

Comunicacién con pares (CSIRT),
comunidades y fabricantes.




Roles = SOC <=> CSIRT

Information security manager
Dirige / Coordina / Reporta

Inteligencia de ciber amenazas
Cyber Threat Intelligence Team
Convierte informacién en inteligencia
Base de conocimientos colaborativa
Disefia estrategias.

Analisis de ciberamenazas
Cyber Threat Analysis Team
Analiza las amenazas/ataques
Reduce el ruido.
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Roles = SOC <=> CSIRT

Gestion de vulnerabilidades
Vulnerability Management Team
Contextualiza las amenazas contra los activos
expuestos

Respuesta a incidentes
Incident response team
Actua en respuesta a los ataques
Descifra la naturaleza del ataque
Caza al intruso

Comunicaciones
Interactua oportunamente con funcionarios
afectados.
Capacita/concientiza al personal.
Reporta a autoridades y pares.
Mto. de base de datos de conocimiento.
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Roles = SOC <=> CSIRT %%k[;k;in

Solutions

Operadores 24/7

Monitorean la infraestructura Roles
Detectan los ataques

Estan pendientes de vulnerabilidades

Atentos a alertas de pares

Reportan a pares.

Analisis forense

Restituidores de la continuidad

Y 4

Asesoria legal / financiera
=)




Roles del SOC o CSIRT

(iSO

Comunicaciones

Analisis
Forense

Restitucion de
la Continuidad

Information

Security

Manager

Roles del

equipo de
respuesta

ciberamenazas

nteligencia de

Analisis de
ciberamenazas

Operadores
24/7

Respuesta a
incidentes

L

Gestion de
ulnerabilidade

J
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Actividades preparatorias

Previas a la puesta en marcha del
SOC/CSIRT/CERT.
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Conformar el equipo: il

Solutions

Competente:
Habilidades, Disciplina, Disponibilidad.
Todos los roles
una misma persona « varios roles figiiuicaces
Formaciéon permanente. Preparatorias
En contacto con otros equipos.

Aseguramiento del propio equipo.




Actividades del SOC

Establecer mecanismos de

comunicacion:

Intra-equipo:
Lenguaje estandar
Sin jergas rebuscadas.
Conociendo nomenclatura del sector.
I0C = Indicadores de compromiso.

RIG = Kit de exploits comun.
IPS = Sistema de prevencién de intrusos.

Identificadores Unicos de:
Recursos / Locaciones / Servicios.

Software de comunicacion.
Todo el equipo conectado
Establecer horarios de disponibilidad.

Con pares:
(Quienes son? ;Como me pueden ayudar?

scuando acudir?
:Cémo puedo ayudarlos?

Solutions

Actividades

Preparatorias

‘coLomeia” "
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Actividades = SOC <=> CSIRT

Inventario / ldentificacion /

clasificacion activos TIC:

Informacion
Metadatos / Bitacoras
Hardware
Portatiles
Méviles
loT
Ciberfisicos

Software

Bases de datos
Web / Cloud

Apps
Servicios
Redes
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Actividades = SOC <=> CSIRT

Inventario/identificacion de

activos no TIC criticos.
Fluido eléctrico.

Conectividad
Internet - servidores onLine/Cloud.

Infraestructura.
Buen nombre

Clima / plagas / polvo / sal marina...

Relaciones con:
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Preparatorias

Directivos, implicados, clientes, proveedores

Pares, entes de control.

Personal con condiciones especiales.

Secretos industriales.
Propiedad intelectual.




Actividades del SOC

Establecer linea base.
Horas valle.

Horas pico.

Top ## de usuarios en consumo de:
Almacenamiento.
Trafico.
Top ## de areas en consumo.
Archivos de configuracion.
Se determina segun:
Organizacion.
Ubicacioén (local/remota).
Tecnologia (0S).
md5, sha512, scripts, Tripwire
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Actividades preventivas

|dentificar amenazas para anticiparse a los
problemas.



Actividades del SOC

Definiciéon de incidentes y

prioridad

Aseguramiento de plataformas
Servidores.

Apps / WebApps.

Estaciones de trabajo.
Conectores red / periféricos

Analisis de bitacoras.
Centralizado.
Distribuido.

Auditorias periédicas.

Aconsejar / Capacitar personal.
moodile

Prevenir.
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Actividades del SOC

Solutions

Monitoreo de Infraestructura
Comunicaciones / Almacenamiento.

Comparar con linea base
Periédicamente.
Homogénea a su establecimiento.
Identificar cambios: Preventivas
Detectar posibles ataques.
Identificar falsos positivos.

Ajustar linea base.

Reaccionar oportuna y adecuadamente.
;desconectar equipo?
sinterrumpir comunicaciones?
sestablecer el tipo de ataque?

Monitorix. €O,
Tripwire.

Actividades
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Actividades del SOC

Plan y operacion de backups.
Simulacros de recuperacion.

Cuantificar/valorar el tiempo de:
Generacioén.
Recuperacion.

Plan de mejora continua del SOC.

Adquisiciéon de nuevas herramientas.
Capacitaciéon permanente.

Canales de comunicacion para:
Identificar nuevas amenazas.

Adoptar buenas practicas y procedimientos.

Actualizar los inventarios.
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Actividades del SOC

Solutions

Deteccion de ataques

Software especializado.
Antivirus. Actividades
NIDS - deteccion de intrusos.
Actualizado. Praventivas
Honeypots.

Disposicidn final / Retencién de la
informacion.

Plan de continuidad / recuperac.
Simulacros.




Actividades reactivas

Desencadenadas por un incidente o
requerimiento.



Actividades del SOC

Triaje de incidentes
Verificacion inicial.
:Esta sucediendo?

;que tan peligroso es?

Valor/identificaciéon de los activos
expuestos/afectados.

Nivel jerarquico del personal afectado.
Reducir falsos positivos.
Priorizacion.

Trabajo durante la operacion de la
infraestructura informatica
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Continuidad del servicio =i ||

Solutions

Priorizacion
Orden de los servicios a restablecer.
Identificar el minimo nivel obligatorio.

Verificacion
De la afectacion.
Sanidad de los backups

Recuperacion. —
De los backups.
Reinstalaciéon de aplicativos.

Estabilizacion.
De la prestacion del servicio.
Prevencion de repeticiones.
Capacitacién / Divulgacion.

Actividades
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Actividades del SOC

Solutions

Comunicacién con los implicados.
Claros.
Depende de la formacion del interlocutor
Sucintos. Actividades
Depende del nivel jerarquico del interlc.

Oportunos.
Depende de la prioridad del incidente.

Pertinentes.
Depende del valor del activo comprometido.

Homogéneos.

Detallando los activos. comprometidos:
Afectados.
Vulnerables.

Describiendo las acciones/recomendac. o
Informando el riesgo residual.
Emision de alertas / Denuncia de incidentes

neactivas

103 Q]



Actividades del SOC

Solutions

naps.com/index, php/¥Pls_ITIL_-_Dise%C3%81o_del_Servicio#Gesti,.C3.83n_de_la_Continuidad_del_Servicio_de_TI_.28ITSCM.29

https://wiki.es.it-processn

Lo que no se mide, no se puede
gestionar.

KPIl's ITIL

Gestion del Nivel de Servicio

Gestidén de la Capacidad

Gestion de la Disponibilidad |
Gestion de la Continuidad del Servicio de TI L

Gestion de la Seguridad de TI

Q medidas preventivas

Ventana de exposicion

Q incidentes graves

Tiempo de inactividad/interrupcion

Q de pruebas de seguridad LY 0

# defectos identificados cMO i
Gestion de Suministradores 193 Q!

Actividades



https://wiki.es.it-processmaps.com/index.php/KPIs_ITIL_-_Dise%C3%B1o_del_Servicio#Gesti.C3.B3n_de_la_Continuidad_del_Servicio_de_TI_.28ITSCM.29

Herramientas




Herramientas de soporte al SOC

Solutions

Sistema de gestion del ciclo de
vida de los incidentes.
Visibilidad.
Trazabilidad.
Control.
Analisis.
Gobernabilidad. Herramientas
Centralizada.
Ubiqua.
Punto unico de reporte.
GROUPs - Skina IT Solutions.




Herramientas de soporte al SOC

Inventario:

Activos
TIC
No TIC - criticos

Personal

Base de datos de conocimientos.
Alimentada desde diferentes fuentes.
Acceso abierto para todos.
Construccion colaborativa/moderada.
Interaccion con pares.

GLPI nttps://glpi-project.org/
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https://glpi-project.org/

Herramientas de soporte al SOC

Monitoreo centralizado y
automatizado de bitacoras.

Nagios

Solarwinds
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rlerrarnientas
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Nagios

Nagios

General

Home
Documentation

Current Status

Tactical Overview

Map

Hosts

Services

Host Groups
Summary
Grid

Service Groups
Summary
Grid

Problems
Senvices (Unhandled)
Hosts (Unhandled)
MNetwork Outages

Quick Search:

Reports
Availability
Trends
Alerts

History

Summary

Histogram
Notifications
Event Log

System

Comments
Downtime
Process Info
Performance Info
Scheduling Queue
Configuration

Current Network Status

Last Updated: Fri May 31 09:24:15 EST 2013

Updated every 90 seconds

Nagios® Core™ 3.4.1 - www.nagios.org

Logged in as michael schams

: v '@ v Google

Host Status Totals

Up Down Unreachable Pending

B o] o [ o]

All Problems All Types

Q& -

Service Status Totals
Ok Warning Unknown Critical Pending

= o |

o o] o |

All Problems All Types

0 13 0 49
View Status Overview For This Service Group | ” | | ” |
View Status Summary For This Service Group
View Service Status Grid For This Service Group
View Service Status Detail For All Service Groups
Service Status Details For Service Group 'typo3'
Limit Results: | 100 =
Host *# Service * ¥ Status *% LastCheck ®*%  Duration *%  Attempt *4 Status Information
[GR 2013-05-3104:33:49 2d17h7m49s U3 TYPO3 4.7.10 0K
[BKT7] 2013.05-3104:35:37 2d16h48m38s U3 TYPO3 4.7.10 OK
[GE7 2013-05-3108:39:16 209d6h44m59s U3 TYPO3 4.7.10 OK
2013-05-31 08:52:26  69d Oh31m49s 113 TYPO3 4.5.25 OK
[BET 2013-05-3104:29:27 27d 16h54m48s U3 TYPOS 4.5.25 OK
2013-05-3107:28:10 77d 23h 14m42s 13 TYPO3 4.5.25 OK
[GET 2013-05-31 06:33.01  21d 14h51m 145 U3 TYPO3 4.7.10 OK
[BR7] 2013-05-3106:52:09 27d20h32més U3 TYPO3 45.25 OK
[ 2013-05-3104:3321  0d17hOm5ls U3 TYPO3 4.7.10 OK
2013-05-31 06:26:47 O0d23h3mdds 13 TYPO3 4.7.10 OK
[GET 2013-05-3103:26:38  0d23h5m37s U3 TYPO3 4.7.10 OK
[OR 7] 2013-05-3106:4436 0d23h3m37s U3 TYPO3 4.7.10 OK
[BET 2013-05-3100:11:31  0d23h1m3ls U3 TYPO3 4.7.10 OK
2013-05-31 06:40:23 13d 2h43m52s 13 TYPO3 4.5.25 OK
[BETT 2013-05-3106:4426 0d23h1m24s U3 TYPO3 4.7.10 OK
2013-05-3103:26:;59 15d5h57m17s L3 TYPO3 4.7.10 OK
[BRT7] 2013.05-3108:48:08 42d 1Bh36m7s U3 TYPO3 4.5.25 OK
2013-05-31 08:03:39  27d 19h 20m 365 113 TYPOS 4.5.25 OK
[BRT7] 2013.05-3108:56:27 150 18h 27Tm 485 U3 TYPO3 4.5.25 OK
[BETT] 2013-05-3107:58:47 750 7h25m3ls U3 TYPOS 4.7.10 OK
[GR7] 2013.05-3104:13:53  15d05h10m22s 13 TYPO3 4.5.25 OK
2013-05-31 08:52:29  42d 18h 31m 465 113 TYPOS 4.5.25 OK
[OKT7] 2013.05-3104:46:09 0d 16h51m57s 13 TYPO3 4.5.25 OK
[BETTT] 2013-05-3104:08:10 42d17h16m9s U3 TYPOS 4.5.25 OK
[BRT7] 2013.05-3104:29:37 27d 16h54m 38s 13 TYPO3 4.5.25 OK
[BET] 2013-05-3104:08:27 84d18h6mlds U3 TYPOS 4.7.10 OK
[ORT7] 2013.05-3104:32:06 24d16h52m9s 13 TYPO3 4.7.10 0K
3d6h15m28s U3 TYPO3 4.7.10 OK

(BT 2013-05-31 09:08:46
| o - |
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Current Network Status Host Status Totals Service Status Totals
Lasdt UPSEtEd: Tue Jan 21& 12:51:00 WEST 2014 Up Down Unreachable Pending 0k Warning Unknown Critical Pending
Updated ewvery 90 seconds
@ Home Logged in as nag All Problems All Types All Problems All Types
# Documentation v History For all hosts 0 4 1 8
ew Notifications For All
Current Status View Host Status Detail For All Hosts
® Tactical Overview Service Status Details For All Hosts
% Map
% Hosts Sy
# Services Limit Results: | 100 E|
% Host Groups
S ey Host *+ Service T+ Status * ¥ Last Check *+ Duration *% Attempt *# Status Information
% Service Groups CxL 5 XL Quantum interface@é oK 01-21-2014 12:41:29 4d 21h 25m 13s 1/1 OK:Waiting time for Quantum answer 1.352 [=] (below threshold 10[=])
o L Total process time: 6[s]
 Prablems Create trade }_{@: OK 01-21-2014 12:23:10 1d 2h 27m 495 1/1 Test passed. Trade created: 42642
s (Unhandled) Login test Ak ok 01-21-2014 12:41:20 1d 2h 49m 40s  1/1 Test passed. User logged in.
Hosts {Unhandled) & = J’—{@: & B =2
Metwork Outages :
S INTRANET ||, Check HTTP A@EOK 01-21-2014 12:23:28 8d 3h im 47=s  1/1 {No output on stdout) stderr:
Quick Search: e
QLIKVIEW | CQA':CL'” performance o oK 01-21-2014 12:48:10 0d 22h 36m 315 1/1 OK: Qlikview test passed in 4.773 [s] (below threshald 10[s]).
Selenium test which fail -01-21-2014 12:14:22 7d 21h 40m 8s 1/1 PRI ol e bl e ERGRR WaR f fk
& Availability .
#® Trends localhost % |, Physical memory @: - 0K 01-21-2014 12:50:29 8d 3h 55m 50= 1/4 {No output on stdout) stderr:
% glikView Graph _ . _
# CxlQuantum Graph Total Proceszes tﬁ - 0K 01-21-2014 12:46:50 8d 3h 55m 0s  1/4 PROCESS OK - 77 process(es)

% Alerts

o History

o Summary

o Histogram
% Notifications
% Event Log

Results 1 - 8 of 8 Matching Services

Harramiantac
® Comments J'Jir.rdf.f“i“f:].)
% Downtime

% pProcess Info

% performance Info

% Scheduling Queue

% Configuration Ejem plOS

Entidades




w System Information

System Stakus
Monitoring Engine Status
Audit Log

Check For Updates

w Ugers

& Manage Users
= LD&P/ Al Integrabion
Natification Management

s System Config

& System Settings

R License Information
Proxy Configuration
System Profile

Manage Emal Sethings
Manage Mobile Carriers
Perfarmance Settings
Autamatic Login

Reset Secunty Credentials
SSH Terminal

~ Monitoring Config

Conhg Snapshots
Check File Permissions
HRDS Config Manager
Uneanfigured Objects
Reactor Integration

s Check Transfers

= Outbound Transfers
W Inbound Transfers

w System Extensions

& Manage Components
# Manage Config Wizards
[= Manage Dashiets

& Manage Plugins
HManage Graph Templates
Manage MIBs

w System Backups

Seheduled Backups
Local Backup Archives

Dashboards Reporis

Monitoring Engine Status

+ Monitoring Engine Process

Metric

Process Tnfo
Process State
Process Start Tevie
Total Runnmg Teme
Process [D

Precess Settings
Actve Serace Checks
Fassive Serace Checks
Active Mot Checks
Passive Hast Checks
Hotfrzations
Event Handlers
Flap Detection
Performance Dats
Sarace Dhsession
Hedll Dhsesgion

walue Action

[ ] ")
2015-08-25 11:48:21
id 22h 19m 24=
31364

[£H]

)
SHE XXX MMM NX

* Monitaring Engine Check Statistics

Metric Value
Active Host Checks
1=min 9

BTN al

15-frun &1 2
Passive Host Checks

1=rin o

SN o

15-mm 0

Active Service Checks

il

1-min 30 =

C-mun

21
15=min Z1

Passive Service Checks

1=-rmin o
BN ]
15-min O

s |

—

Configure

Scheduled Events Owver Tinee

20

MG

Maonitoring Engine Performance

Metric Value
Host Check Latency
Mim 0,00 sec
o 032 e |
Eg 0.01 sec
Host Check Execution Timee
Min .00 sex
M 10,00 o I
Evg 1.53 ec W
Service Check Latency
Min 0,00 sec
Mo 090 zec H
Ci] 0.01 sec
Service Check Execution Time
I 0.00 sec
M 10,01 sec I
BV 1.00 3 W

+* Monitoring Engine Event Quete

=% Min
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w Dashboard Tools

Add New Dashboard
Manage My Dashboards

I, Deploy Dashboards
w My Dashboards
Home Page
Empty Dashboard
w Add Dashlets

Available Dashlets
r* Manage Dashlets

Dashboards Reports Configure Toals Help

Host Status Sumimary Service Status Summary

Up Down Unreachable Pending Ok Warning Unknown Critical Pending
a1 i 1 668 7 82 (2137 ]
Unhandled Problems All Unhandled Problems All
7 49 291 291
localhost : Current Load =
PR PPTPRR Y ¥ e LA k'.—;_.l...- AL i bttt s s LA UL L
Mar 12. Mar 14, Mar
load] (Last: 0.45, Awg: 0.7, Max: 3.94) load5 (Last: 0.64, Awg: 0.7, Max: 2.34)
loadl5 (Last 0.79, Avg: 0.68, Max: 1.67)
www.chaoticmoon.com : Ping =

400

20. Feb 27. Feb 6. Mar 13.M

rta (Last: 29 44ms, Avg: 29.86ms, Max: 197 66ms)
pl (Lase: 17.56%, Avg: 0.19%, Max: 17.56%)
remax (Last: 29 81 ms, Avg: 30.63ms, Max: 197.95ms

remin (Last: 29 26ms, Avg: 29.52ms, Max: 197 54ms)

Metric

Load
1-min
S=rmin
15-min

CPU Stats
User
Mice
System
1O Waik
Stea
Idle

Memory
Tota
Used
Free
Shared
Buffers
Cached

Swap

Server Statistics

Value

0.9
0.9
1.05
0.9

255 MB
0 MB

255 MB

Solutions

Aspectos

Roles

Actividades
Preparatorias
Preventivas
Reactivas

Herramientas

Ejemplos

Entidades

CO

COLOMBIA




webprod03.

“Home
® Documentation

®Tactical Overview

#Host Detail

N :
Status Overview bt A

ioror

Check Users
Current Load

Memory Usage

PING
Root Parition

SWAP Usage
Total Processes

Xen Virual Machine

Maonitor

Check Users

@ Status Summary
®Status Grid

® Status Map
©3-D Status Map

@Service Problems
“Host Problems
@ Network Outages

¢ Comments

®*Downtime

webprod05. J—
®Process Info

“Performance Info

®Scheduling Queue [EFEETEE

Current L oad

Memory Usage
PING
Rooct Parition

SWAP Usage
Total Processes

Xen Virtual Machine

Monitor

PING

Xen Virtual Machine

Monitor

Check Users

®Trends

® Availability

@ Alert Histogram
® Alert History

@ Alert Summary
@ Notifications

¢ Event Log

% View Config

Xxen-vma2.. -

Current Load

Memory Usage
PING
Root Parition

SWAF Usage
Total Processes

Check Users
Current Load

Memory Usage

PING
Root Parition

SWAP Usage
Total Processes

OK
oK

OK

oK
OK
OK
oK

oK
oK

OK

OK
OK
oK
OK

WARNING

OK
OK

oK
oK

OK

OK
oK
OK
OK

oK
OK

oK

OK
OK
oK
OK

01-26-2007 14:58:59 0d 4h 53m 23s
01-26-2007 14:59:54 0d 4h 53m 23s

01-26-2007 14:55:29 0d 4h 53m 23s

01-26-2007 14:56:14 0d 4h 50m 23s
01-26-2007 14:57:09 0d 4h 50m 33s
01-26-2007 14:57:44 0d 4h 50m 33s
01-26-2007 14:58:29 0d 4h 50m 33s

01262007 14:59:04 0d Oh 44m 34s

01-26-2007 14:59:54 0d Oh 15m 33s

01-26-2007 14:55:34 0d Oh 14m 53s

01-26-2007 14:56:19 0d Oh 14m 13s

01-26-2007 14:57:10 0d Oh 13m 235
01262007 14:57:49 0d Oh 12m 43s
01262007 14:58:34 0d Oh 11m 53s
01-26-2007 14:59:09 0d Oh 16m 225

01-26-2007 14:58:54 0d Oh 1m 33s

01-26-2007 14:55:39 0d Oh 24m 58s

01-26-2007 14:59:54 0d Oh Om 33s

01-26-2007 14:58:09 0d Oh 17m 23s
01-26-2007 14:57:54 0d 3h 16m 21s

01-26-2007 14:58:39 0d 3h 15m 41s

01-26-2007 14:59:15 0d 3h 15m 21s
01-26-2007 14:59:59 0d 3h 14m 51s
01262007 14:55:44 0d 3h 14m 1s
01-26-2007 14:57:29 0d Oh 18m 3s

01-26-2007 14:57:15 0d 3h 7m 41s
01-26-2007 14:57:59 0d 3h 7m 1s

01-26-2007 14:58:44 0d 3h 6m 215

01-26-2007 14:59:19 0d Oh 48m 14s
01-26-2007 15:00:05 0d 1h 15m 4s
01262007 14:55:49 0d 3h 9m 41s
01-26-2007 14:56:34 0d 3h 9m 18

1/4
1/4

114

1/4
114
114
1/4

4/4

174

1/4

114

114
1/4
1/4
114

414

1/4

114

114

1/4

114

1/4
114
114
14

114

1/4

114
1/4
114

USERS OK - 1 users currently logged in
OK - load average: 0.21, 0.08, 0.05

OK: Memory Usage 56% - Total: 511 MB, Used: 287 MB,
Free: 224 MB

PING OK - Packet loss = 0%, RTA = 0.16 ms
DISK OK [243816 kB (5% free on /dev/sda2]
Swap ok - (null) 0% (0 out of 16386)

OK - 95 processes running

Critical Xen VMs Usage - Total NB: 0 - detected VMs:

USERS OK -2 users currently logged in
OK - load average: 0.30, 0.60, 0.44

OK: Memory Usage 37% - Total: 511 MB, Used: 190 MB,
Free: 321 MB

PING OK - Packet loss = 0%, RTA = 0.27 ms

DISK OK [3948940 kB (94%) free on /dev/sda2]
Swap ok - (null) 0% (0 out of 16386)

OK - 250 processes running

Waming Xen VMs Usage - Total NB: 1 - detected VMs:
migrating-xen-vm4

PING OK - Packet loss = 0%, RTA = 0.25 ms

OK: Xen Hypervisor "webprod05" is running 4 Xen VMs:
¥en-vm1 xen-vm2 xen-vm3d xen-vm4

USERS OK - 1 users currently logged in
OK - lpad average: 1.54, 1.09, 0.48

OK: Memory Usage 8% - Total: 8195 MB, Used: 676 MB,
Free: 7519 MB

PING OK - Packet loss = 0%, RTA = 049 ms
DISK OK [4196280 kB (99%) free on udev]
Swap ok - (null) 0% (0 out of 20565)

OK - 88 processes running

USERS OK - 0 users currently logged in
OK - load average: 0.00, 0.00, 0.00

OK: Memory Usage 6% - Total: 1023 MB, Used: 64 MB,
Free: 958 MB

FING OK - Packet loss = 0%, RTA = 043 ms
DISK OK [524220 kB (99%) free on udev]
Swap ok - (null) 0% (0 out of 2055)

OK - 52 processes running
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HETWORK CONFIGS DEVICE TRACKER APPLICATIONS VIRTUALIZAT FIREWALLS VOIP & NETWORK QUALITY PATCHES TDOLSET P ADDRESSES
Home Top 10 Groups OCuality of Experience  Datacenter Overvew Alens  Syslog Traps Events HReports  Message Center Wireless  thwack Community  Training  Vidualization

Quality of Experience Aspectos

All Modes with GoE Traffic ELP Top 10 Application Response Time (Time to First Byte) EXPORT HELP Top 10 Network Response Time (TCP Handshake)
MO GROUSING APPLIED LAST 24 HOURS LAST 24 OURS
@ A1ty Zoom (30m. 1h | 2k Zoom |30m| 1h | 2h

i e : Roles

H 8 La8-CLUSTER D1 Ik jex

b b T e WSS - —— 1001
= 400 % 0.00 3

H 8 web_Server_m

QoE Nodes El::udinn Thresholds HELF

Actividades

e _ SN Preparatorias

&:00 P B-00 P 0 Sep

Quality of Experience Application Stats HILLT i [

LAST 24 HOURS. BY APPLICATION . 10 Sep 1200 2 o b el e e et Rt i b
AVG RETWERK TOTAL Tl [+] (MY i P t
0E APPLICATION o RESPONSE Ama:rmn DATA %S:E?"ENS reve n |Va S
THE RELPOMSETIME  WDLLME Q0E APELICATION AVERASE AFFLICATION RESFONSE TME FEAK VALUE QOE APPLICATION AVERAGE NETWORK SEEF
FIFE Amazon Web Services  209.82ms S84 SHms LAEKE BNk W ¥ T msso = 4588 W g Fe
mg Fe s 31854 me IDAOKA Bk B ¥ 3 Skee 305 ms s m & F wme EEIET ms
p— am - A ™ v
B[g nTTe £8167 ms 271 78ms MWMIKE STk W L sae i i | Ty = b s .
# g rP MEMms 255 55 ms [ Skype M 26 ma eactlvas
H & MES0L 282 Wms 405 1040 KB 22M
W & T Amazon Web Services 264 S8 ms 210s W [ amacon Web Senices 25552
HEE Roe 15103 me 250 thms SASANE A5k # g e 27178 ms taha W g w5 s Propr.
MECE skpe 356.96 ma 34508 ms TH2KE  1BATK m ¢ R 250 1% ma 051 B3 ma W % 3 veuTube
HE s 41788 ms 32068 ms 8B 1781k # 3 VouTube 184,58 ma s & g ROP 51.03
: . . errarmientas
Mg rouTube 20302 ms 18458 ma 218 ZimM
Top 10 Data Volume EXPORT; HELP Top 10 Transactions
Business Related vs. Social Traffic HELF el i L

LAST 24 HOURS =

Zoom [30m 1k 2k Zoom 30m. b | 2h Ejemplos
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WPM Summary  Network Top 10 Wisdess Owendew  VSANs

NPM Summary

All Nodes managed by NPM
GROUPED &Y REGHON

B APAL
HBEMEA
= 1 Merth Amedica

8 om

B Al an Powed Converiion Comp
BAPC NelBotz

B Anuba Metwarks Inc

& Avaya Communication

W Cisco

8 Compatible Systems Corp
8 Deblan

8 Dol Computer Cosporation
8 Extreme Networks

B F5 Labs. Inc

9 FlowFoint Carporation

8 Foundry Networks. Inc
BHP

SIEM

Junipsr Networks_ inc

B Junipar Network s/ NetScreen
@ Linksys

9 Lirne

B Muki-Tech Systems, Inc
& - nimp

& Morhemn Telecom

B Palo Allg Networks

& Ruckus Wirslass Inc

B Samsung Group

bol Technologies Inc
& Sy noptics

BUS Robatics, Inc

WWindows
B2y XEL Communications Comp
3 South Amesica

4
aFEFEHFAFEIFIEAAEAA RS

Active Alerts (48)

AL UMACENOVLEDGED A FRTS

A ENT MAME MESTAGE

A st me b 0 Aler! e whee a0 ippicaSon
AETECILON Qo GO o e

A Pigh Teansma Pescent High Traname Percees
Uiraion

UCS Fibew Channel  EnergyViise NOC View Capacity

Worldwide Map of Orion Nodes

Map Data by Opensare bes b
Hardware Health Overview
Node Count: 68
! s Up . ¥ aning
=
9 - Critical = rodefined

High Emors & Discards Today
INTERFACES WITH ERSIORS-DISCARDS GREATER THAN 19000 TOD&Y

W p—
NCOE NRRALE t:;%:'f t=f:=‘:
Perm_T
® rere AN @ ki B arars & ancardy

| 8l PR

Intertaces with High Percent Utilization
TERFALE
" LAB-CLUSTER.-01 b bew

AN Mirperi (55T Lecad rea
B Connedion’

@  Foulsdisbiocs

& FauEhaenend) . Fadn) .
@ NP Cisco FibieChanssl
B an] . BFC ileiface . vl &)
8 e &)
& felrb &
@  inlemet Gabeway 1724
& Eveinatl AN  HetF i 3

& e

& wedd
o Rl

@ kin 3%

o Comed 1]

Tenean Marsed Vebon Chpset bawed
O Gaatet Extinet Cortober

@ NPU_Cice_FibreChanssl
8 ks % B
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B Banpin0
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Emulacion de redes

GNS3

Protegido con GPLv3
nttps://youtu.pe/iLmeJv9yoOm

~ ooo
— ooo AN

Network Systems Database IT Security IT Help Desk All Products Free Tools
Management Management Management

Herramientas

Products Bundles Unify log management and
infrastructure performance with 5
Network Performance Monitor VolP & Network Quality Manager Network Bandwidth Analyzer Pack SolarWinds Log Manager for EJem plOS
Orion.
NetFlow Traffic Analyzer Log Manager for Orion Log and Network Performance Pack
Network Configuration Manager Engineer's Toolset IP Control Bundle e = """‘_"""'"" Ent|dade5
ipMonitor Network Topology Mapper Unified Solutions :
IP Address Manager Kiwi CatTools Network Automation Manager = co

COLOMBIA

User Device Tracker Kiwi Syslog Server Aggregate. Search. Chart.
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Tripwire

o

File View Options Help

QA% R AEp P WMHDS @O Q @ TimeFilter NoFilt v

Views q

Events

y

Dashboard

a

Event-
Databa...

a

IDS-Database
Viewer

=

Firewall-
Databa...

¥

Real-Time
Event Viewer

Audit Logger

—

Task Manager

Task

Scheduler
S

Tripwire Log Center

e

Resources

& Dashboard: Ev  x |

@ @ 2 [§ Display data for: Events

v Layout Events overview

[Status Overview ]| [Top 10 Priorities X
Overall Status [ Priority Count
Total Events 374584 Filtered Events 374584 © High 2254

_ _ ! O Med 2800
Unique Rules 19| Filtered unique Rules 19 @it 334008
Events last refreshed 05/02 13:30:45 | Last Eventtime 05/02 13:29:44 © Low 35522

[Top 10 Vulnerable Hosts 15| [Top 10 Event Sensors 15| [Top 10 Src IP Add 1] [Top 10 Dst IP Addi X

Top 10 Host Names Sensor Count IP Address ~ Count TJ IP Address Count T‘
TLC.galaxy.ffa 228 172.16.97.157 2 127.0.0.1 3520
IP360: 0:/0 Degobah.galaxy.ffa 74174 | 172.31.345 1 1723142151 9
'Mpﬁng g: Alderaan: 26% Empire. galaxy. ffa 259059 |172.31.3447 2 172.31.42.156 31321
ETL: 00/: Tatooine.galaxy.ffa 642 172.31.3456 1 192.168.97.52 234
Endor: 31% Coruscant 2243 172.31.34.105 6 — || 192.168.97.59 185 =
Engir;-%alm-ffﬂ: g% Naboo 2213 1921689762 143108 |~ | [ HEENEEE 259103 | T
NS Timed out: 2%
Endor 764 192.168.97.53 2817 [FiS2NEEem0ay 74174
! ffa: 0% Coruscant: 41%
P=golalioney fiel " 192.168.97.52 35228 | 192168.97.61 595 19216897103 £
kamino.galaxy.ffa 28 192.168.97.80 2 192.168.97.151 2243
[Destination IP Address Map X
®
L ]
€]

Manager Status: Current User: twdemo
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Tripwire

TRIPWIRE

CONNECT

{ Backto Report List

= Y Parameters

License Distribution

m
VMWare-ESX-Policy [l
VMWare-ESX [l
Unlicensed |IN——
=]

TWRouter-Policy NN
TWRouter [N
FSI-Remediation [N
FSI-Policy [N
Fsi

DSlI-Policy il

Dsi

DBI-Policy |l

osl W
0 10 20 30

Device Inventory

B Save

Data Sources Tag Sets Tags Assets
1 15 44 57

Asset Source Distribution

Asset Tag Sets and Tags Distribution

AAHERT
A N
EERUY—
a7tvb-1 R
Virtual Infrastructure I M I O O S
Status |
Same Name Node Group [l
Primary Function [l
Platform Family I
Operating System |IENENE" NN
Network Device |7l
Health 22}
Directory Server il
Database Server [l
82_tagSet ININNNNNG_N
0 3 10 15 20 25 30 35 40 45 50 55 60

Asset Make and Model Distribution

Unknown ‘

Sybase I

SUSE I
-
Microsoft -

40 0 5 10 15 20 25 30 35 40 45

About Connect | © 2014 - 2017 Tripwire, Inc. Use of this software is subject to license restrictions, see http:/www.tripwire.com/legal/eula/ for more information.
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Tripwire Configuration Compliance Manager 5.17.2 (twdemo on etl)

File Edit Server Tools Settings View Help

% Create Network Profile. . Changes || ] Inventory & Compliance || © Filtering | ] Logout

. Asset Groups o x ] |__| Change ID I Host I Updated I Severity | Risk I Alert Information -
2 |[=-& alassets N it I | o ish 7]
§ =% Alpharetta M 306896 pfsense (YMwareIn:A9:26:43) Wed 12/14/2016 2:05... 3 - High High Asset Status changed: Property Credentialed Access? was False, is now True
E [-%) Production 2 306906 EMPIRE (¥YMwareIn:A9:08:B5) Wed 12/14/2016 2:09... 3 -High High Port TCP 49154 removed
& ), Rogue ™ 306907 EMPIRE (YMwareIn:A9:08:B5) Wed 12/14/2016 2:09 ... 3 - High High Port TCP 49206 removed
i:; %, Grouping Rule ™ 306908 EMPIRE (YMwareIn:A9:08:B5) Wed 12/14/2016 2:09 ... 3 - High High Port TCP 49155 found —
bt ) Local ™ 306909 EMPIRE (YMwareIn:A9:08:B5) Wed 12/14/2016 2:09... 3 - High High New Port TCP 49207 found
), SELab M 307071 pfsense (YMwareIn:A9:26:43) Thu 12/15/2016 2:05P... 3 - High High Asset Status changed: Property Credentialed Access? was True, is now False
&, Ungrouped M 307462 pfsense (YMwareIn:A9:26:43) Sun 12/18/2016 2:03 P... 3 - High High Asset Status changed: Property Credentialed Access? was False, is now True
B, windows M 307554 EMPIRE (¥YMwarelIn:A9:08:B5) Mon 12/19/2016 1:59... 3 - High High Asset Status changed: Property Credentialed Access? was True, is now False
M 307568 pfsense (YMwareIn:A9:26:43) Mon 12/19/2016 2:03... 3 - High High Asset Status changed: Property Credentialed Access? was True, is now False
(Fetareests S ] ¥ 307569 EMPIRE (¥YMwareIn:A9:08:B5) Mon 12/19/2016 2:03... 3 - High High Asset Status changed: Property Credentialed Access? was False, is now True
. M 307815 pfsense (YMwareIn:A9:26:43) Wed 12/21/2016 2:05... 3 - High High Port TCP 443 found
| |4 308879 pfsense (YMwareIn:A9:26:43) Fri 12/23/2016 2200 PM 3 - High High Web Server lighttpd/1.4.35 on port 443 removed

5 309050 pfsense (YMwareln:
pfsense (YMwareln:
<

Sat 12/24/2016 2:04 PM
Sat 12/24/2016

High Port TCP 53 found
Port TCP 80 found

Host: pfsense (YMwareIn:A9:26:43) Change ID: 309051 Compliant: No Policies
Criticality: 4 - Severe At Time: 12/24/2016 2:04:57 PM IP Address: 192.168.97.1
Category: Ports Change Type: Item Added Show History for Asset
Ll Severity: High Risk:  High
f - Added Item: Double click an item to view the asset record at the time it was added
| Network Profiles of x|
i Name | I
[+ Q') AlphaLab TCP 80
* Local
=+ (’) Production
CRET)
+ SELab

| Scan Status

= Herramientas

Engine | Endpoint [ status |_Assets (Licensed) | Profiles | Tasks | Task Type | Remotelogging [ Queuelength |
QScan Engine 1 192.168,235.161:3399 Disconnected 0 0 0
0 twdemo localhost:3399 Disconnected 1] 1] 0 0

0 Local 192.168,97.80 Disconnected 1] 1] 0 1] Ej e m p | O S
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aca
Scan Tools Profile  Help
% d = @ )
Mew Scan Command Wizard Save Scan Open 5can | Report a bug Help
Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardez.yuma.net X
Target: |0 wap.yuma.net zardoz.yuma.net| + | Profile: |Intense Scan b Scan
Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumsz

Hosts Services

Ports / Hosts | Nmap Output |Host Details [Scan Details

LJ

PP

scanme.nmap.org

171.67.22.3
10.0.0.10
wap.yuma.net 19:

zardoz.yuma.net ]

[+

Pz [+]

S

Starting Nmap 4.58 ( hitp://insecure.org ) at
2007-12-11 18:49 PST &

Interesting ports on scanme.pmap.org (205.217.153.62):
Hot shown: 1706 filtered ports ]
PORT STATE 5SERVICE VERSION

22/tcp open ssh Open55H 4.3 (protocol 2.0)
53/tcp open domain

70/tcp closed gopher

G0/tcp open http Apache httpd 2.2.2 ((Fedora))
|_ HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication
| Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth

Device type: general purpose

Bunning: Linux 2.6.X

05 details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 18:38:07 2007)

TRACEROUTE (using port 22/tcp)
HOP RTT  ADDRESS

1 3.27 wap.vuma.pet (192.165.0.6)
2 18.56 brasl2-1@.plitnca.sbcglobal.pnet

LS

[<]

Enable Nmap output highlight

%Ereferences

@ﬂefresh
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2 Jenmap

= | B [ |

Scan Tools Prefile Help
Target: |192168.1.1-255 |ZI Profile: | Intense scan

Cormmand: | nmap -T4 -A -v192.168.1.1-255

EI Scan Cancel

[ Hosts ][ Services ] | MNmap Ou'tputl Ports.fHosts| Topelogy | Host Detailsl 5cans|
05 1 Host = [Hosts viE’WEr“’F}sheye_IECant[oigi

A 19216811

W 19216814

B 19216815

<1 19216818

[ 19216819 192 168.1.177

<1 192168.1.12

1 192.168.1.32

] 192.168.1.35

[0 1921681.100

A 1921681110 192 1681

A 1921681177

Q192.168.15

192.168.1.1

192.166.1.32

Filter Hosts

192.168.1.1

i Fisheye onring |1.00 = D with interest factor | 2,00

-
-

Save Graphic

= Action

(20 +

Interpolation

= Layout

Weighted |Z|

5]

&

address
hostname

= -

Mavigation 225.0

Lower ring gap |10 =

and spread factor | 0.50 =
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test. pcap - Wireshark

Eile Edit Wew Go Capture

gnalvze  Statistics  Help

B @ e @A x %« &8 R « % » F & FE & a

Eilter: |t|:p * Expression... Clear Spply

Mo, - Tirne Source Destination Pratocol  Info A
12 1.227282 192.1628.0.1 192.1é8.ﬂ.2 T&P http » 3196 [STN ACK] Seq=0 Ack—
13 1.227325 192.1628.0.2 192.1628.0.1 TCF 3196 » http [&CK] Seg=1 Ack=1 Win
14 1.22r451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE Aupnp/serwvice/Layer3iFor
15 1.228309 192 168.0.1 192 168.0.2 TCF http » 3196 [ACK] seq=1 Ack=256 W
17 1.248355 1902, 168.0.1 102, 168.0. 2 TCP 1025 » 5000 [5YM] Seq=0 Len=0 Mss
18 1.242391 192.1e2.0. 2 192.162.0.1 TCF B000 » 1025 [5YM, ACKE] Seq=0 Ack=
19 1.25017°1 192.162.0.1 192.162.0. 2 HTTF HTTP 1.0 200 0K
20 1.250285 192.162.0. 2 192.1628.0.1 TCF 3196 » http [FIM, ACKE] Seq=256 Ac
21 1.250810 192.1628.0.1 192.162.0. 2 TCF http = 3196 [FIM, ACKE] Seq=114 Ac
22 1.250842 192.1628.0. 2 192.1628.0.1 TCF 3196 » http [ACK] Seq=257 Ack=115
23 1.251868 192.1628.0.1 192.168.0.2 TCF 1025 » 5000 [ACK] Seg=1 Ack=1 Win
24 1.252826 192.1628.0.1 192.1628.0. 2 TCF http » 3196 [FIM, ACK] Seg=26611
25 1.253323 192 168.0.2 192 168.0.1 TCF 3197 » http [5YM] Zeq=0 Len=0 M55
26 1.254502 192 168.0.1 192 168.0.2 TCF http » 3197 [5vM, ACK] Seq=0 Ack=
27 1.254532 192, 168.0. 2 192.168.0.1 TCP 3197 » http [ACK] zeg=1 Ack=1 Win w

£ »

¥ Frame 11 (62 bytes on wire, &2 bytes captured)

¥ Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)

¥ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.163.0.1 (192.168.0.1)

+# Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80}, Seg: O, Len: O

D000 00 09 S5bh 2d F§ Sa 00 Ob
0010 00 30 18 48 40 00 80 On
D020 00 01 Oc Fc OO 50 3c 36
0030 fa fO 27 0 00 00 02 04

td 20 cd 02 08 00 45 00
Bl 2c o0 af 00 02 cO al
95 3 00 00 00 00 FO 02
05 bg 01 01 04 02

[File: "Di\test. peap” 14 KB 00:00:02

[P: 120 D: 103 M: O [Expert: Error]
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M ~Wi-Fi — O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
\ e o 7_ = !
Adm @ I BREQes=FTaZEQaaan
m Ii'xp:nl-_-'a display filter ... <Ctrl-/> :: = | Expression... <+
Mo. Time Source Destination Protocol Length Info )
42 43,774186 38:37:82:7f:b1:63 IntelCor_43:b1:01 ARP 42 192.168.1.1 is at 38:37:82:7f:b1:63
43 44.443928 192.168.1.12 255.255.255.255 DB-LSP... 176 Dropbox LAN sync Discovery Protocol
44 44 ,445995 192.168.1.12 255.255.255.255 DB-LSP.. 176 Dropbox LAN sync Discovery Protocol
45 44 ,448048 192.168.1.12 192.168.1.255 DB-LSP- 176 Dropbox LAN sync Discovery Protocol
46 44.450067 192.168.1.12 255.255.255.255 DB-L5P.. 176 Dropbox LAN sync Discovery Protocol
47 44,451964 192.168.1.12 255.255.255.255 DB-LSP... 176 Dropbox LAN sync Discovery Protocol
48 45.653923 feg@: :ffff:ffff:fffe ffo2::2 ICMPVE 183 Router Solicitation
AC A S ASOAN Lonn annn.Lan= a0 Lonon LLLL LLLL. LLE TN Ara n e Al ] v
Protocol type: IPv4 (Bx08588) ~
Hardware size: &
Protocol size: 4
Opcode: request (1)
Sender MAC address: LiteonTe_53:fl:ad (a4:db:3@:53:fl:ad)
Sender IP address: 192.168.1.12
Target MAC address: 99:08:00 08:00:00 (P0:002:00:00:00:80)
Target IP address: 192.168.1.1
W
aeea  ff ff ff ff ff ff a4 db 3@ 53 f1 ad @8 86 80 @1 ........ ©5......
@010 08 @0 06 04 00 01 LI IECERsN: <0 a8 01 Oc  ......
0020 B9 PO 00 00 00 B8 c as el el
@ 7 sender MAC address (arp.src.hw_mac), 6 bytes || Packets: 50 - Displayed: 50 (100.0%) || Profie: Default
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Herramientas de soporte al SOC

Monitoreo centralizado y
automatizado de bitacoras.
Nagios
Solarwinds
Alerta ante cambios criticos:
Tripwire.
Rastreo de puertos:
NMap

Analisis de tramas de red:
Wireshark

Deteccidon de intrusos.
Snort

Solutions

Herramientas
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Welcome Rowell Dionicio | &

threat stack

Dashboard My Queue (8) Evenis Sensors Search Administration

Dashboard i1 More Options
LAST 24 TODAY YESTERDAY THISWEEK THIS MONTH THIS QUARTER THIS YEAR TOP 5 SENSOR
Rowell Dioniicio
HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY =
e™
__I __________ I ___________ _IIllllllll--l.lllll-llll
&2
Sensors LAST 5 UNIQUE EVENTS
Event Count vs Time By Sensor +;--- S === m g ----E i http_inspect: NON-RFC DEF Fi
""""""""""""""""""""""""""""" o ANAPMINE 1 Llarraraianikae
ak ! snort_decoder: WARNING: | 100,476 J_J e_r_rd_”“e” Ed:)
sk Ejemplos
snort_decoder \RNIN
2k .
ANALYST CLASSIFIED EVENTS Entldades

False Positive

1k
Policy Violation

Event Count

CO
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Al T Ao

01 More Dliens

TP 5 SEMSOR

Dashboard
LASTZ4 TODAY YESTERDAY LASTWEEK THISMONTH THIS QUARTER THIS YEAR

479 24 129

HIGH SEVERITY LOWN SEVERITY

TOR 5 ACTIVE USERS

MEDIUM SEVERITY
LAST & UMIQUE EVENTS

Signatres 1

ANALYST CLASSIFIED EVENTS

ET POLICY Suspicious inbound £.. [15)
(1% 2

ET SCAN Folental VR Soam HED
G SHEP pulke access pdp, . [1%)
ET F2F BITOICN peet syn.. [25%)
ET TROJAN Ganenc - POET Ta .p... @%] 2
GFL NETRIOS 5ME PLS unicode 5. (2H]
ET INEG JANVA - Joram Bscthver D, 7585 0
ET INFO Facked Execusahle Down... (2%] )
ET P2P BsTonent - Toment FL.. 2%
GPL SHELLOODE =368 ne #lx NOOD | (W]
ET SCAN Ponential WVHE Soan 590... (3%
ET TROJAN Java EXE Downlosd by... [3%]
ET POLICY Jeren EXE Downioad. .. (2%]
Pl NETROS SER-05 B 0Y usised, ,, 3%)
ET CLRREMT_EVEMTS Probably .. 3%]
ET POLICY PE EXE -w DLL Windiom_. [3%)
GPL HETEIDS SME05 Sesuen Sal.. (W]
ET MALWART Possivke Windoes &5 .. (3%
ET MED EXE - Sanved inkes HT,,, 11 3%

ER ThikJAN Hackooor lamy PURA. . )
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Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Snort Vulnerability Research Team (VRT) Rules

Enable Snort VRT @ Click to enable download of Snort VRT free Registered User or paid Subscriber rules

Roles

Sign Up for a free Registered User Rule Account
Sign Up for paid Sourcefire VRT Certified Subscriber Rules

Actividades

Snort Oinkmaster Code my_oinkcode]

Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL!)

Snort GPLv2 Community Rules Preparatorias

Enable Snort GPLv2 ~ Click to enable download of Snort GPLv2 Community rules

Preventivas

The Snort Community Ruleset is a GPLv2 VRT certified ruleset that is distributed free of charge without any VRT License restrictions. This ruleset is
updated daily and is a subset of the subscriber ruleset.

Emerging Threats (ET) Rules Reactivas

Enable ET Open @ Click to enable download of Emerging Threats Open rules

9
ETOpen is an open source set of Snort rules whose coverage is more limited than ETPro. He"amlentas
Enable ET Pro 1 Click to enable download of Emerging Threats Pro rules
Sign Up for an ETPro Account Ejemplos

ETPro for Snort offers daily updates and extensive coverage of current malware threats.

Entidades

Enable OpenAppID | Click to enable download of Sourcefire OpenApp|D Detectors

The OpenApplD package contains the application signatures required by the ApplD preprocessor. co

OpenAppID Version COLOMBIA
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/ w Snort - Network Intrusion ... Y w MST Screen Shots (NST vi.... @
€ C M ¥% heers:/172.16.1.69/nstw

Network B == e e e

Interface Sensor

L »r | O k-

Note: Click on a NIC Adapter Icon for detailed Network Interface information.

@ Local Disk: "fusr/share/snortrules/rules”
O Custom Snort Base Rules User ID: Password:
http:/i172.16.1.72/nst/snort-rules tar.gz

O Current Registered Snort Rules
http:/fwww.snort.org/pub-binfoinkmaster.cgi/<oinkcode=/snortrules-snapshot-CURRENT tar.gz
Notes: * Use: "Custom Snort Base Rules" to retrieve base configuration Snort rules from a specific archive site.
o Use: "Current Registered Snorf Rules" if one has obtained a registered "Oink Code" from "snort. org". Replace the
"<oinkcode=" place holder with your own registered Ofkmaster "Oink Code".
» An archive must contain at least a valid "snort.conf’ filz.
o Use the "User Id" and "Password" fields for base rule site authentication if required.

Base Configuration
Snort Rule Set Archives

[ Current Emerging Threats Rules
http://emergingthreats.net/rules/emerging.rules tar.gz
[J Additional Rule Sets: 1

Additional Snort http://172.16.1.72/nst/snort-rules tar gz

Rule Set Archives [ Additional Rule Sets: 2 User ID: Password:
http:/i172.16.1.72/nst/snort-rules2 tar.gz
Note: Use the "User ID" and "Password" fields for additional rule site authentication if required.

[ Startup this instance of Snort immediately after setup.

any
Note: You may want to consider using: "172.16.1.0/24", "24.0.0.0/8" and/or "24.97.150.194/32". . o
Examples: "any”, "Seth0_ADDRESS", "10.1.1.0/24". "[10.1.1.0/24,192.168.1.0/24]". J o - Ay
neframientas
any
Note: Examples: "any”, "Sethl_ADDRESS'", "'SHOME_NET".

172.16.1.69 Network 1 Ejemplos

-v -rdir /var/nst

Action: [Clear] [-v] [-rdir /var/nst] [Change Smort MySQL Database Access Password]
: i Note: » Do not use the Interface: "-i", Base Rule Source: "-r", Additional Rule Sources: "-ars", "—External NET", "-HOME_NET" or
Snort Script Options the "—semsor-name” options. These are atready included above. See: "Setup Snort Script Options” below. E n t i d a d e S
s Use the "Change Snort MySQL Database Access Password" action to change the "password" for Snort to store IDS alerts to
the local MySQL database.
Remote Snort O Use a remote Snort IDS Collector.
IDS Collector Options Host: Port: | 3306 Password:
Additional Snort Docs: [Snort Man Page] [Snort Reference Manual] [Snort FAQ]
Command Options Note: Do not use the Daemon Mode: "-D", Listen On Interface: "-i" or the Use Rules File: "—¢" option. These are already included above. See

the "snort" man page for available options.
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Identificacion de vulnerabilidades

OpenSource / Free

QIVIR| .0penVAS

ALIEN VAULT OSSIM

Privado
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Servicios basicos

Gestion de incidentes.
Respuesta a
vulnerabilidades.

Respuesta a artefactos.

Manitoreo y alerta
(primer nivel).
Investigacion y
desarrollo

(primer nivel).

Servicios intermedios

Servicios basicos

+

Monitoreo y alertas
segundo nivel).
Investigacion y
desarrollo
segundo nivel).

Madurez CIRT segun la OEA

Servicios avanzados

Servicios basicos
Servicios intermedios

_I_

Evolucion a S0OC de
servicios de monitoreo y
alertas.

Evolucion a laboratorio
de investigacion y
desarrollo.
Incarporacion de
servicios de investigacion
y desarrollo de tercer
nivel.

OEA - Documento “Buenas Practicas para establecer un CSIRT nacional”
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‘m = N R\
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(-]
m - g Analista de segdd.
£ 2 Nivel 1
. M| ©
Servidores = =
ok = g
| X <~
: |
A | A
Puntos finales = :
5 Analista de segdd.
) | Nivel2
Consultas de investigacion
\OC®
Equipo de caza
Caza dirigida por andlitica
buscando amenazas desconocidas |

I0Cs

|0C= Indicador de compromiso

Monitoreo en tiempo real

Procesar incrementa el nimero
de eventos

Correlacién en tiempo real
contra 10C

Nimero reducido de falsos
positivos

Investigacion

Habilidad de personalizar
consultas en el ambiente y
periodos de tiempo.

Construye la zona de andlisis y
remediacion

(aza

Caza de amenazas desconocidas
con andlisis profundo y
aprendizaje de maquinas.
Identificar nuevos 10Cs para
mejorar el monitoreo

Zainpeuw ap [AIU [d OpuLIUIWNU|

Fuente: Paul Brettle, Hewlett Packard

https://www.youtube.com/watch?v=ih0SC-dN6MU
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HP’s: Security Intelligence QKM
Ca pablllty Saluttons

https://youtu,be/ih0SC-dNemy

Security
intelligence Roles
Real time analysis Actividades
&incident
response Preparatorias
Near time
alerting Preventivas
Data :
: Reactivas
Analysis
Log . Herramientas
Management
Ejernplos

Entidades



https://youtu.be/ih0SC-dN6MU

Fujitsu - Outsourcing =559

SOIUI'IOHS

https://youtu.be/é6LwyTWPKDNQ

Ejernplos

Entidades




Pares / Entidades de apoyo

* QOutsourcing de servicios SOC

* Como esta organizada Colombia frente a
ciberamenazas.



CONPES 3701 de 2011
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nttps://colaboracion.dnp.gov.co/CDT/Conpas/Econ%C3%83micos/3701. pdf

Lineamientos de politica para
ciberseguridad y ciberdefensa.

COMISION INTERSECTORIAL

w 9

Asistencia tecnica
Coordinacidn en gestion de incidentes

Asistencia ante emergencias

Desarrolio de canacidades overativas

Proveer informacion de inteligencia cibemética
Asesoramiento y apoyo en ciberdefensa

Asistencia técnica

Coordinacion en gestion de incidentes
Asistencia ante emergencias
Desarrolio de capacidades onerativas
Proveer informacidon de inteligencia cibemeética
Asesoramiento y apoyo en ciberdefensa

ColCERT
Equipo coordinador
a nivel nacional en
aspectos de L,
Colaboracion 5 A5 C olaboracion
Activa en la s JU”ddd Activa en la
/Reﬂ": vk informatica Resolucsin
De incdentes De inadentes

Colaboracion

Actrva en la T
Comando Resolcién Centro

3 De incidentes ~
Conjunto Cibernético

Cibernético Policial
Equipo Encargado

nsa del

Equipo Encargado
de la Sequridad
ciudadana en el

ciberespacio

COLOMBIA

Grifica No. 5 Modelo de Coordinacién
Fuente: Ministerio de Defensa Nacional


https://colaboracion.dnp.gov.co/CDT/Conpes/Econ%C3%B3micos/3701.pdf

Instituciones de Ciberdefensa

Comando Conjunto Cibernético

Unidad Cibernética Ejército Nacional

Unidad Cibernética Armada Nacional

Unidad Cibernética Fuerza Aérea

Solutions

COLOMBIA



CONPES 3854 de 2016 <5, 59

Politica Nal. de seguridad digital

Instltucmnalldad-- . e

® en materia de Seguridad. D|g|taT

COORDINADOR NACIONAL:
PRESIDENCIA DE LA REPUBLICA

.

CIBERNETICO

G

=

CSIRT

Y POLICIAL \
CAl Virtual

COORDNAR ANIVEL PP

INVESTIGACION Y SALVAGUARDAR LOS CONCIENCIA JUDICIALIZACION PRIMER CSIRT
RESPUESTA ANTE INTERESES NACGIONAL EN ~ CIUDADANA SECTORIAL, CSIRT DE
| DELITOS NACIONALES ENEL ASPECTOS DE LIDER DE LA POLITICA GOBIERNO
CIBERNETICOS CIBERESPACIO CIBERSEGURIDAD Y DE SEGURIDAD
CIBERDEFENSA DIGITAL PARA

| GOBERND
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CONPES 3854 de 2016 “Politica o &3

cﬁvkl,na,"

Nacional De Seguridad Digital” Solirions

nttps://colaboracion.dnp.gov.co/CDT/Conpas/Econ%C3%83micos/3854, pdf

Concepto de “seguridad digital”

Identifica ejes de accion.

Fortalecer.
Consolidar.

“elaborar el plan de fortalecimiento de
las capacidades operativas,
administrativas, humanas, cientificas, de
infraestructura fisica y tecnolégica del
Grupo colCERT, como punto focal Entidades
nacional para la gestion de incidentes N30
digitales en Colombia”



https://colaboracion.dnp.gov.co/CDT/Conpes/Econ%C3%B3micos/3854.pdf
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FIRST (nttps://vwwrw. first.or
9 9 9
L) L)
Global Forum of Incident Response and Security Teams
Team Official Team Name Country
CSIRT OLIMPIA COMPUTER SECURITY INCIDENT RESPONSE TEAM OF OLIMPIA DIGITAL mm CO
CSIRT-CCIT Computer Security Incident Response Team of the Colombian Informatics and mm CO
Telecommunications Chamber
CSIRT-ETB Computer Security Incident Response Team - Empresa de Telecomunicaciones de mm CO
Bogota S.A. ESP
CSIRTPONAL Response Team Computer Security Incident of the Colombian National Police mm CO
DigiCSIRT DigiSOC Computer Security Incident Response Team = CO
ETEK-CSIRT Computer Security incident response team of ETEK International mm CO
ShieldNow ShieldNow mm CO
Erndilal= e
| | Entidade:

SOC Team Claro Security Operations Center Team Claro Colombia mm CO
Colombia

S0C-Ccoc Security Operations Center - Cyber Operations Command Joint mm CO

COLOMBIA

FIRST follows the International Olympic Committee (10C) country name listings.


https://www.first.org/
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MINDEFENSA mlﬂl Aspectos

Roles

Viceministro para Las Viceministro para la Viceministro del Grupo

Social Empresarial del i
Politicas y Asuntos Estrategia y Actividades
I fanal PA ” Sector Defersa 'GSED' y

Preparatorias

Direccion de |

i;:.r;ctad ;u;:rtm " Preventivas
niraes ura

Reactivas

Fuente: colCERT
Herramientas
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CSIRT sectoriales en Colombia

CSIRT Defensa - 2012
CSIRT Gobierno - 2017
CSIRT Financiero -2017

CSIRT Eléctrico (En construccién)
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Reporte de incidentes

Propistancs

C3IRT
Platakormeas : Secior . Basas de
ACI0N: Sector PObl Ciudad
Nmu;:l ] ‘ Opmggwau Tecnologicas Comunidad ‘ ‘ Privedo ‘ o ‘ s ‘ ‘ adanos
Raporta Aclaracion:
{ Inciderie colCERT ea &l Punto focal para reporte de incidentes colCERT
[ cocert _ Cibemakico Se tendra un formato preestablecido para el reporte de incidente
h — 1 - Se establecers una herramienta de gestion de tickets
PATM Arlarnumn Da acumln auna tnhla unu:-; Ea ;:l.u-uauur'n:-rn_d; Im:ll:lamu prnntnblmldu
rehrminar
‘E:b I I0C?
Clasificacion  Incidente | (Gestian del
[ oucerr | L Incidente
l ccoc
] cooc |
(___ CONTRD CHIERNETICD Gestian del Gestion del
PGLIC'ML Incidente Incidente
CCFP colCERT @
. ! .
= [ r— I Do ard ; J [Ty
. Unidad Receptora ] Moticia . [ N0 | is f
POLICIAL diiws = Criminal? ————— Proceso Administrative ———————*{  Fin

E Inveshgacin |
FiacaLis | Judicalzacon
ooccc:
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Denuncias de Cibercrimen en la
Po NAL Solutions

NACGIONAL DE
; & USUARID =

Inicio Servicios Ciberseguridad APP3 Mural Cibercrimen Observatorio Cibercrimen Multimedia Ciberincidentes Contactenos

/ CENTRO CIBERNETICO

\ POLICIAL

e g e Cuckbcdona
e vl Chod

i
:
[;a

—
lADENUNC!AR'

Sistema Nacional de Denuncia Virtual

ver mas

Reportar Incic
: Informatico
COLOMBIA

Esperando zopim.com...




Analisis de Malware

A través de esta opcion, usted podra cargar
su muestra de Malware para ser analizada.

® Ingresar

CAl Virtual

Primera iniciativa en |lberoamérica en
atencidn en linea policial.

@ Ingresar

APPS

Aplicaciones mdviles para el fortalecimiento
de la ciberseguridad.

@ Ingresar

Denuncias de Cibercrimen en la
PONAL

Reporte

Reporte los delitos informaticos - Ley 1273
de 2009.

@ Ingresar

Ciberseguridad

Encuentre las recomendaciones, boletines,

guias, informes e infografias de
ciberseguridad.

® Ingresar

Mural Cibercrimen

Publicacion de las diferentes modalidades
delictivas presentadas por los
ciberdelincuentes.

@ Ingresar
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https://www.dflabs.com/blog/understanding-the-
difference-between-socs-and-csirts/

https://www.blogdelciso.com/2018/08/15/noc-soc-
csirtcert-no-es-lo-mismo/

hxxps://www.techopedia.com/definition/31003/compu
ter-emergency-response-team-cert

hxxp://www.csirt.org/
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Muchas Gracias

;Preguntas?

ventas@skinait.com
http://www.skinait.com

Security Operations Center por Ricardo Naranjo Faccini se distribuye bajo una Licencia Creative Commons
Atribucion 4.0 Internacional.
Basada en una obra en https://www.skinait.com/SOC-CSIRT-Escritos-54/.


https://www.skinait.com/SOC-CSIRT-Escritos-54/
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