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Licencia Creative Commons Atribucion 4.0 Internacional.
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Que es el software libre

Software protegido con
una licencia que
garantiza su libertad a

perpetuidad.
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La General Public Licence - GPL

Licencia (copyleft)
Usar.
Distribuir / Compartir.
Estudiar.
Modificar.
Acorripafzr con codigo fuernte,
Mo carnpiar lais coridiciones al distripuir,

OpenSource Initiative

nttps://skinait.blogspot.com/2016/01/software-libre-o-software-abierto. htrl
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https://skinait.blogspot.com/2016/01/software-libre-o-software-abierto.html

¢Es suficiente la libertad para
garantizar Ia Seguridad? Solutions

Al igual que en SW privado, hay software libre malo.

No, la licencia sblo protege las libertades.
Hay 2 formas de verificar la calidad / seguridad

Descargar el codigo fuente, verificarlo y compilar.

Analizar a la comunidad alrededor del software.
Software ampliamente utilizado.
Foros de discusion con actividad reciente.

Actualizaciones y nuevas versiones recientes.

Mas ojos — errores saltan a la vista.

Documentacion generosa y actualizada:

Manuales.

0

Videotutoriales. 7
coLomeia -

Traducciones. .?\ ‘g:_‘



Actividades de la seguridad de la informacion

Preparativas Preventivas Retrospectivas

eEvitar incidentes .
Reactivas «Medir desempeiio
Analizar causas y consc.

ePlanificar. «Priorizar riesgos

«Disefiar estrategias, «Seleccionar controles «Contener

politicas y métodos. «Aprender

eErradicar eRevisar incidentes

Detectivas «Remediar «Retroalimentar

eMonitoreo 24x7 eAfinar

«Sensibilizar y capacitar
«Reservar recursos.

eRestaurar

«Alertas oportunas «Mejorar

«Conocer sintomas *Reportar



Actividades
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Planificar.

«Disefiar estrategias, politicas y métodos. ¥
«Reservar recursos.

eldentificar incidentes potenciales.

«Disefar posibles respuestas == |
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Actividades g}{

Preparativas o inall
preparativas Solitions
Inventario de activos Pragaraiiyas

Preventivas

Valorar los riesgos

Detectivas

Documentar el SGSI con las politicas

Reactivas

Conformacion de un equipo de trabajo
Retrospectivas
Competente
Disponible
Completo
Sistema de comunicacion seguro
Autoproteccion (o o it

‘coLomeia” "

Establecer una linea base 1090
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Inventario de activos
Pravarativas
TIC

Preventivas

No TIC - criticos
Detectivas

Personal
Reactivas

Gestion de mesa de ayuda (Tickets) - y
etrospectivas

Base de datos de conocimientos.
Alimentada desde diferentes fuentes.
Acceso abierto para todos.
Construccion colaborativa/moderada.

Interaccion con pares.

Co J
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GLPI rnittps://glvi-project.org/
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https://glpi-project.org/

Preparativas

Accueil Parc

Nom

Lieu

Responsable technique
Groupe technigue
Usager numéra
Usager

Utilisateur

Groupe

Domaine

UuID

Source de mise a jour

+ Q

Ordinateurs

My-ThinkPad-Edge-E320

paris.riveli v | i © @
————— - 1
Helpdesk + i @

104

glpi
glpi v | i
Devs » i@
local ~ i

T25BAB01-507B-11CB-95E6-CBE0E
FusicnInventory ~ i @

Cree le

Glpi

Statut

Type

Fabricant

Modéle

Muméro de série

Numéro d'inventaire

Réseau

Commentaires

Assistance

Mon

Production + | 1@
Notebook + | i@
LENOVD ~ | i ©
1298886 v | i@
LRENKZT
331-14
_____ * i0

Derniére mise a jour le 16-03-2018 16:55

Sauvegarder

Mettire a la corbeille

Solutions

Pravarativas
Preventivas
Detectivas
Reactivas

Retrospectivas
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m Francais @ * ﬂ gipi [

Outils Administration Configuration Prepafaﬂ \/a;
Entité racine (Arborescence) super-admin -
Preventivas
* Systémes d'exploitation 1 Composants 24 Volumes 3 Logiciels 2919 Connexions 11 Ports réseau 3 Gestion 1 ¥ D t t.
A etectivas
Composants
. Inventaire . ReaCtlvaS
Type de composant Caractéristiques e Actions
Processeur Fabricant F"E:':Iir;ce Numére de série Lieu RetrospeCtlvaS
Intel{R) Core(TM) i5- Mettre R .
2450M CPU @ 2.50GHz + Intel & jour 2500 Not Supported by CPU paris.rivoli Oui
Mémoire Type Fréquence I:liilnh}: Numéro de série Lieu
Mettre 4006 947C2F3B paris.rivoli Oui
a jour
DDR3 - SODIMM + DDR3 1333 MHz
Mettre 4596 BS2ASDIF paris. rivoli Oui
a jour
Disque dur Fabricant Cam!cite Numeéro de série Lieu
(Mio)
Mettre A .
ST320LTO20-9¥G142 + Seagate & Jour 312571 Wo430552 paris.rivoli Oui
M4-CTO32M4S55D3 + M4-CTO32M455D3 I;It;tutl:f 31266 00000D000130109246B3F paris.rivoli Oui co
Carte graphique Lieu COLOMBIA

Intel{R) HD Graphics 3000 + Mettre a jour paris.rivoli Oui
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B English ? * badmin C ]

Assets Management Administration Setup
- r)a - Aarafmss
Home Assistance Tickets + Q == o Root entity (tree structure) J).r\':\pi.].ri.l EJ \/5]:")'
@®Network is unreachable (Root entity)
Mo Preventivas
Processing ticket . Actions historical :
Statistics

() 2018-05-25 09:42

Great, that works, thank you! [E4 H
Approvals Helpdesk etectlvas
Knowledge base L)
tems Post-only i

0
Costs Indeed, you should have 2.2.3.6 and 2.2.3.7. (@) 2018-05-25 09:42 R t
This should be fixed now! eac IVaS

Project tasks

€

Problems
Admin i

e () 2018-05-25 09:41 ; RetrospeCtlvaS

Historical 17 DNS have changed to 1.2.3.6 and 1.2.3.7 but this does not work either :{
Helpdesk

Al

« )
Post-only i

This was wrong. We have changed configuration to fix that.  (3) 2018-05-25 09:41
type de solution ' 1

Refused on 2018-05-25 09:41 by admini o
’

Admin i

(@) 2018-05-25 09:40

n | have 1.2.3.4 on primary and 1.2.3.5 on secondary. 4
. Helpdesk
L
Post-only i
(3) 2018-05-25 09:39 -
Could you please tell us which DNS are configured? (E4

()

e,
Admin i
@ 2018-05-25 09:36 Ticket# 1045 description
~ Network is unreachable
e, Network is unreachable on my computer. COLOMBIA
Post-only i

GLPI19.3-dev Copyright (C) 2015-2018 Teclib’' and contributors
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Assistance Management Administration
Home Setup #- Plugins = MarkEtplace + Q E ﬁ" Entité racine (tree structure) super-admin v
Installed Discover
Fitter plugin list 1% Alpha ASC v o
Inventory . . .
Airwatch connector o Barcode Br rding Branding Collaborative tools o
Helpdesk Connector to gather inventory lll lu!"l This plugin allow you to | #r Hetwork | o_b | #r Hetwork |
information from Airwatch generate bars code Branding GLPI plugin. Collaborative tools connectors
Management
Tickest &8 GPLv2+ &8 AGPL v3+ & GPLV3+
Icke & e &2 Teclib, Walid Nouh A &2 David Durieux &8 &2 TECLIB &2 TECLIB
P 15.0-c1 P 250-c2 P o11.0-re1 A = P 11.0-rc1
MNetwork
Data Credit o Escalade o == Fields o / Generic Objects o
Import This plugin allows you to y This plugin simplifies the ticket - The fields plugin allows you to Management
declare and follow (by entity) the A escalation to different groups o add custom fields on glpi types : / Do the inventory of new, non-
Export consumptions of different credit tickets, computers, users._.. native object types
vouchers directly from the Ticket
Setup form.
Reports & GPLv3 & GPLv2+ &l GPLv2+ &R GPLv2+
A xE & TECLIB & = &2 TECLIB', Alexandre Delaunay #nE &% Walid Nouh, Francois Legastelois... # = &% Walid Nouh
P 1.8.0-rc1 P 250-c1 P o111.0-re1 P 2901
Inventory Number o ItilCategory Groups A ) MantisBT o - Metabase B
# Generation This plugins aims to filter o synchronization E.'.E This plugin eases integration of
Inventory numbers generation assignable groups in ticket by This plugin allows to GLPIwith Metabase
selected category synchronize tickets, problems
and changes with the MantisBT
tool.
&8 GPLv2+ & GPLv2+ &G GPLv3 &R AGPLv3
A = & Walid Nouh & i = &% Walid Nouh, Francois Legastelois... A = &2 TECLIB # e &2 TECLIB
P 250-c1 P 24.0-c1 P 44.0-c1 P 11.0-rc1

- 2 3 > 25 plugins

Your plugin here ? Contact us.E4
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Preparativas

Linea de comandos

Solutions
Automatizacion de procesos

Pragaraivas
Acce [
X0 [
lOC
a
Procesos en gruliii lhost

OCalhgg t_:ﬂ? ssh
Criptografia oor

Generacion de huellas

Criptografia simetd .
[1oca1host ~19% openss
[1oca1host ~%2 gﬂgﬂa
localhost ~ C
%localhost ~1$ sha256sum

[ localhost ~1$ shab5l2sul




Preparativas

Conocer el equipo x
linea de comandos

acct

who

which

inxi

Lsblk

Lspci

hdparm

cat /proc/cpuinfo
cat /proc/meminfo
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Preparativas SGS'

Sistema de gestion de seguridad de
la informacion.

Politicas de seguridad de la
informacion.

Controles establecidos.

Politica de tratamiento de datos
personales.

Documentarlo.

Hacerlo aprobar por la junta
directiva.
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Pravarativas
Preventivas
Detectivas

Reactivas

Retrospectivas
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i
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J Fivl,

on st
Info
Undo: Unlock

Get Text. .,

Append Text, .
Edit Text,,,

Sample Text

Atfributes, ,,
PDF Options

Is Locked

Size is Locked
Send to Scraphooyk
Send to Patterns
Send to Layer
Level

QY. amving

Beautify| Heoding

Cirl4+z

Cirl+1
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Pragaraiivas

Probabilidad Preventivas
Baja 2 Alta
: Detectivas
Reactivas
Retrospectivas
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Preparativas Valoracién del riesgo $/<moz"

Solutions

Pragaraiivas

Probabilidad de ocurrencia de incidentes

Baja (1) " Media (2) . Alta (3)

Preventivas
Detectivas
Reactivas

Retrospectivas

Nivel de Impacto de pérdida o dano
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Preparativas » Gestionar los riesqos

Inteligencia de amenazas: Praparailyas
Indagar cuales amenazas existen en el entorno.
Valorar la probabilidad de que ocurra la amenaza.

Andlisis de vulnerabilidades:

Basado en el inventario de activos.
Que exponen al activo a alguna amenaza.

Dar una valoracién a cada riesgo

Multiplicando la probabilidad de ocurrencia de una amenaza
por el impacto de pérdida o dano del activo.

Planear la implementaciéon de los controles

De acuerdo con los recursos disponibles (economicos,
temporales, personal y tecnologia).

Utilizando una matriz de Eisenhower.

Calcular cuanto mitiga el riesgo como un valor porcentual.




MISP: Threat
Intelligence Platform

~rganisation only

Preparativas

|'I MEI"CIDUS acﬁviﬁes Distribution 9raph [atome event]

Attack Pattern, Q III Even Ip 108
78
H - ll”-:._." TR nlesd 1 o b
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| Analysjg
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|
|
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| Lag change
| 2018 0504 02:38: 12
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Preparativas ) Proteccion de contrasenas

Keepass

File  Edit  Wiew

36 H|<-
|57 NewDatabase

E] General
Wwindows
Metwork,
Intermet
ehd ail

&% Homebanking

Tools  Help

QB

Title |dzer Mame
00298673 1c... c7ablbi3-548d-..
{-)1465che8-al... 96s1cact-1790...
[©] 742521700, 142d560-21F7-..
W7 053d2463-40... 5h3%e133-0548...
) fealbakf-d3.. a2d34ch5-065c...
B c4454903-06... ec7raf3-4019-...

D2f8f50?4-534... 4553 3-9655-4. .
(@ 5a9fbd31-34.. 9e5d3918-ceal..

|ﬂ"L|-I£‘ b = b b [l . | TATO

-

Paszwiard

HEERERER
HERREHREN
HERREHREN
MHMMEHEM
HEEREHREN
HEEREHREN
HEERERER
HERREHREN

HEHRREHREN

LURL

03e29e91-b3be. .
Zbededa-bdde. .
7d139719-9aea...
9599ddes-c109...
cheaabl7-a1be. .
41162055-c2ab- .
278be296-2902. ..
Jdcacoc-AbE2.

A0T . ALE OLdT

Motes

3d8bb0e3-984a.. -
9c07359f6-7950-...
E9e4c15d-289E. ..
bdER2be3-9699. .
3925faR6-6F38-
dB3Eabl-30c3-
ad490d63fa18-.
8816aba7-28ac...

FF ' Open Password Database

0 of 300 selected

Ela

N

= -

F e

72

4

= Master Pazsword: |(sesssssssssnnen|
[ ] Key File: iHare]
[ ] Windows Uszer Account

Ready.

o P = o o T, 1Y I:_

X

Enter Composite Master Key
DD ownload_GolbewDatabaze kdb

Ok, i ’ Cahcel

’Fundada‘

¢ J
2003

Solutions

Pravarativas
Preventivas
Detectivas
Reactivas

Retrospectivas
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Actividades

Preventivas

eEvitar incidentes
ePriorizar riesgos
eSeleccionar controles

«Sensibilizar y capacitar




Actividades
preventivas

Preventivas

Dimensiones de la seguridad
Defensa en profundidad
Verificacién de eventos sospechosos

Actualizacion del inventario y las
vulnerabilidades

Realizar pruebas de penetracion
Capacitacion / Sensibilizacion al personal
Backups / Continuidad del negocio

Implementar controles y auditar

’Fundada‘\‘

¢
2003

Solutions

Preparativas
Pravertivas
Detectivas

Reactivas

Retrospectivas

CO

COLOMBIA




Preventivas

‘ Fundada

¥ 2003

Orgaplzar una P
arquitectura de S| Solutions

Preparativas

de los servicios

de la infraestructura

Control de acceso

Pravaniivas
Detectivas
i ™
Capas de seguridad 8 dimensiones de la seguridad :
Reactivas
Amenazas

de las aplicaciones .

Retrospectivas

Autenticacion
No repudio
Confidencialidad
Comunicaciones
Integridad
Disponibilidad
Privacidad

CO

COLOMBIA

https://www.itu.int/rec/T-REC-X.805/es
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profundidad Solutions

Preventivas

Preparativas
Pravantivas
Detectivas
Reactivas

Retrospectivas

_
(PRO ACTlVA__) ©"  AcTivosDE

MISION CRITICA

GESTION DE POLITICAS EO Y RESPUESTA
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profundidad Solutions

Preventivas

Preparativas
Pravantivas
Detectivas
Reactivas

Retrospectivas

ACTIVOS DE

- MISION CHIT!CA

N DE POLITICAS MONITOREO Y RE
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Defensa en
profundidad Solutions

Preventivas

Preparativas

Seguridad fisica (Instalaciones)

Puertas, muros, ventanas, cercas, cubiculos HTeventivas
de acceso, perros, camaras, campos Detectivas
minados, artilleria antiaerea.

Seg. de perimetro y red y de puntos finales.
Firewalls perimetrales

Configuracion de enrutadores, proteccion del
cableado

Monitoreo espectro electromagnético

Monitoreo / Firewalls perimetrales /
Enrutadores / Proxys / IDS / IPS / aud. Logs.

Reactivas

Retrospectivas

OSSIM (alienvault) / SOAR. co

COLOMBIA

Honeypots
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Preventivas

Preparativas

Praverntivas

Detectivas

Retrospecti

(PROACTIVA) S (REACTIVA)

MISION CRITICA

GESTION DE POLITICAS MONITOREO Y RESPUESTA
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Preventivas

Scanners: Nmap

H‘- Wiap FrontEnd ‘-.-'i:‘.'.l.-H.BETAE_ B 4
File Output View BETA Options Help
Revisar Host(s)192.168.661 ~ [Csan] -
puertos Scan Options: ~ General Options:
@ connect() L Don't Resolh @ TCP Ping
. [1Fast Scan ~ Get Identd Inf
7 Ping Sweep
 [Range of Po 1 Resolve All
PI‘ . !!.“““_ ~ O DontPing
eviene [ Bounce Scal [ Input File:
[__f________,: r______,___
troyanOS Output from: nmap 6T -PT 192.168.66.1
r___, _____ [ e e
Startlng nmap V. 2. 54BET922 { Yww, insecure. orgfnmapf )
' Interesting ports on ackbar. calamarian.sys 192,168,66.131
|(The 1534 ports scanned but not shown below are in statel closed?
lPort tate Service
Ge n e r a |22:’ tcp open ssh
HBOXtcp open http
A43/top open https
h u e l las 16311tcp open cups
|901ftcp open zanba-swat
d e o 2128/tcp  open squid-http
] g'l t a Ies 5432/tcp  Open postgres
‘EOOOKtcp open ¥11

l
l
|Nmap run conpleted —~ 1 IP address {1 host up’ scanned in 1

%second

‘ Fundada
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Solutions

Preparativas
Pravagilyas
Detectivas

Reactivas

Retrospectivas

CO

COLOMBIA




"Pundada\
4

¢
Y2003}

' My
| @k inall
Preventivas =

Solutions

Scan

|
New Scan Commang Wizarg Save Scap

Tools Profile Help

Preparativas

Pravenivas
Intense Scan opy scanme.nmap.org 17167.22.

Target: EO_ wap.yuma,

Revisar

———
net Zardoz.yuma.net

Detectivas
Commang: lnmap -
Reactivas
Starting Nmap 4,50 http:/tinsecure org | 4, ivas
Scanme.nmap,org 2007-12-11 15,49 PST RetrospeCt
Interesting Ports on mﬂﬂ&mm {205.217.153.62):
U 17167.223 MOt shown: 1766 11 tereq ports
1 100.0.10 PORT

STATE SERVICE VERSION

22/tcp open ssh OpenssH 4.3 (protocol 2.0)
53/tcp open domain

70/tcp Closeqd gopher
806/tcp open http

|- HTML titie:
[ HTTP Auth.: HTTP sery

| Auth type: Basic,
113/tcp Closed aytp

'3‘) Wap.yuma.net 19;

%) zardoz.yuma.net

general Purpose
Bunning: Linux 2.6, x
0S detajys. Linux 2.6.20-1
Uptime: 45.378

TRACEROUTE (using port 22/tcp)
HOP RTT ADDRESS
X 3.27

Wap. yuma . pet (192.168.9. )
2 Mbraslz-

digitales

CO

COLOMBIA

Enable Nmap output highlight & Preferences
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Preventivas

Scgn Tools Profile Help

Target: 192168.11 255 _ E] Profile: | Intense scan

Command: | nmap - T4-A- 19215311 255

Nrnap g& I ports,f Topolog)r Horst IB| Scans

1
Ay 19216811 s |
| = Action

W 19216814 |

@ 10216815 || o I ||
4 19216818

s i | 192.168.1.177 s I

g | 192.168.1.11 j |

192168112 | @ 19216815 = Layout |

# 192168132 | el I |

< 192168135 | \Weighted E\ & |

{7 1921681100 |
Ay 1921681110 |
Ay 1921681.177 |

192.168.1.1 |

=l

¥| address P |

[¥] hostname |

|

Navigation

=
P o S

Lower ring gap |

192.168.1.32

with interest factor 12.00 *f* and spread factor I_O.SO ::E_j!
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Preventivas

Solutions
test.pcap - Wireshark
File Edit Yiew Go Capture Analyze Statistics Help P )
m———— reparatlvas
o o0 @ x %5 R« » o373 & BE &4
Filter: |tcp v Expression... Clear Apply Pfe\/e”tj\/ai
No. - Time Source Destination Protocol | Info A
) .168.0. ] 5 =0 Len= 3 .
12 1.227282  192.168.0.1 0.2 TCP http > [SYN, ACK] Seq=0 Ack= Detectivas
13 1.227325 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=1 Ack=1 Win
14 1.227451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE /upnp/service/Layer3For
1.229309 192.168.0. 0.2 http » 3196 [ACK] Seq=1 Ack=256 W ReaCtivaS
17 1.248355 g o] 1025 » 5000 [SYN] Seq=0 Len=0 Mss
18 1.248391 192.168. 5] TCP 5000 » 1025 [SYN, ACK] Seq=0 Ack=
19 1.250171 192.168.0.1 0.2 HTTP HTTP/1.0 200 OK R o
20 1.250285 192.168.0.2 192.168.0.1 TCP 3196 » http [FIN, ACK] Seq=256 Ac etrospectlvas
21 1.250810 192.168.0.1 192.168.0.2 TCP http > 3196 [FIN, ACK] Seq=114 Ac
22 1.250842 192.168.0.2 192.168.0.1 CE 3196 > http [ACK] Seq=257 Ack=115
23 1.251868 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seg=1 Ack=1 Win
24 1.252826 192.168.0.1 192.168.0.2 ER http > 3196 [FIN, ACK] Seq=26611
25 1.253323 192.168.0.2 192.168.0.1 TCP 3197 » http [SYN] Seq=0 Len=0 M3S
26 1.254502 192.168.0.1 192.168.0.2 TCP http » 3197 [SYN, ACK] seq=0 Ack=
ey T LT 192.168.0.2 192.168.0.1 TCP 3197 » http [ACK] Seg=1 Ack=1 Win v
< =
® Frame 11 (62 bytes on wire, 62 bytes captured)
7 Ethernet II, Src: 192.168.0.2 (DD:Db:Sd:ZU:cd:DZ), Dst: Netgear_2d:75:9a (00:09:5b:2d:?5:9a)
& Internet Protocol, Src: 192.168.0.2 (192.163.0.2), Dst: 192.168.0.1 (192.168.0.1)
# Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: O, Len: Q
000 00 09 5b 2d 75 %a 00 Ob &d 20 cd 0z 08 00 45 o0 e L-Uses J oue=-E:
010 00 30 18 48 40 00 80 06 61 2c cO a8 00 02 cO ag O.HR, .. By.0e-ss
020 00 01 Oc 7c 00 50 3c 36 95 f& 00 00 00 Q0 70 02 ees|PcB oo P
030 fa fO 27 e0 00 00 02 04 Q5 b4 01 01 04 02 co

COLOMBIA

[File: "D:\test pcap” 14 KB 00:00:02 [P: 120 D: 103 M: O [Expert: Error]
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Solutions

A i - o x | Preparativas
File Edit View Go Capture  Analyze Statistics Telephony  Wireless Tools Help
duce (IBRABRevs=FT oS Eqqam Praverivas
|.‘,-‘«|:|o|-,eclsnla'-.' filter ... <Ctrl-/> m ~ | Expression ...
No. Time Source Destination Protocol Length Info D t S
42 43.774186 38:37:82:7f:b1:63 IntelCor_43:b1:01 ARpP 42 192.168.1.1 is at 38:37:82:7f:b1:63 etec IVa
43 44,443928 1592.168.1.12 255.255.255.255 DB-LSP.. 176 Dropbox LAN sync Discovery Protocol
44 44.445996 192.168.1.12 255.255,255,255 DB-LSP.. 176 Dropbox LAN sync Discovery Protocol :
45 44.448043 192.168.1.12 192.168.1.255 DB-LSP. 176 Dropbox LAN sync Discovery Protocol Reactivas
46 44.450067 192.168.1.12 255.255.255.255 DB-LSP.. 176 Dropbox LAN sync Discovery Protocol
47 44 451984 192.168.1.12 255.255.255.255 DB-LSP.. 176 Dropbox LAN sync Discovery Protocol
48 45.653923 fe80: : ffff:ffff:fffe ffo2::2 ICMPVE 183 Router Solicitation 1
S A Sacosatennritamacaonoso tooe:osssccoie coe smer 0 ROUter Solicitation Retrospectivas
Protocol type: IPv4 (@x8800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: LiteonTe _53:f1:ad (a4:db:3@:53:f1: ad)
Sender IP address: 192.168.1.12
Target MAC address: 90:00:00 _00:00:00 (00:00:00:00:00: 00)
Target IP address: 192.168.1.1
@000 ff Ff 1 Ff ¥f Ff 24 db 30 53 f1 ad 08 06 60 01 o S - o
2010 ©8 00 06 04 ee o1 [TH ELREERENT cO a8 01 oc
7920 ©0 00 00 00 90 0 cO as e1 a1

@ 7 sender MAC address (arp.src.hw_mac), 6 bytes

|| Packets: 50 - Displayed: 50 (100.0%)

| Profie: Defau—t
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detection system

Saca huellas digitales de archivos

ldentifica modificaciones

d filesystem!!

Total number of files:
Added files:

removed files:

Changed files:

........
------------
...........
.........
-------
----

File: letcla1de.conf
Size -
Perm * a[We=mm"" ' :
Mtime - 2014-10-03 14.46:09
ctime - 2014-10-03 14:52:09

-rW-r==F-~

2014-10-03 14:55:08

2014-10-03 14:55:08
H1pwCI0PKQUTGEP

jSkZZaCE/NoRthdeitSSZTBRJdaka  zAW7uQB1QqWe00GQo pwC

1851 LVokqGIK/Y
SHA256 oWOXZx0qgWe+EOKK UXFV5tOYT]i8519f65ECQ5LVOXA

SHAS12 1 DQOFBEXYENjLQBtg
ACL . old = Al

AIDE - advanced intrusion
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iDwi kiiall
Tripwire otitions

o

File View Options Help

Tripwire Log Center

Ogﬁ& Q 43539 2 WMymy: Peoege Time Filter No Filt
Views 2 %Deshboand Ev .xil ) _777_777_77_777“77"7_777_777_7”
Events L2 X5 # Display data for- Events  + Layout Events overview >
@ Status Overview | Top 10 Priorities ]
Overall Status Priority Count
Dashboard i
Total Events 374584 Filtereq Events 374584 ® High 2254
@ ‘ o _ © Med 2800
= Unique Rules Filtered unique Rules 19 ® Info 334008
D.E‘tf;:.. Events last refreshed 05/0213:3045| Last Event time 05/021329.44| @ Low 38522
-@ Top 10 Vulnerable Hosts [Top T0Event Sensors | [Top IDSrc !F'Addresses | Top 10Dstip Addresses
Top 10 Host Names Sensor IP Address Count s IP Address Count _,TJ
IDS‘}E;T:EM TLC.galaxy.ffa 228 17216.97.157 » 127.0.0.1 3520
1P360: 0‘% Degobah,gafaxy‘ffa 74174 172.31.345 1 172.31.42 151 9
@ 'M"Scctzf 3; Alderaan: 26% Empire. galaxy.ffa 259055 172313447 » 1723142156 3134
- ETL: 0% Tatooine galaxy ffg 642 172313456 4 1921689752 34
Databa.,. Endor- 31% Coruscant 2243 172.31.34.105 ¢ = | 192.168.97 59 185
Empr:lr; galaxy.ffa: 0% Naboo 2218 192.168.97.52 148108 | = 259103
Timed out: 2%
g R e G Endor 764 192.168.97.53 2317 — 74174
Real-Time 192.168.97.52 35228 192.168.97 61 595 642
Event Viewer kamino galaxy.ffa 28 192168.97.80 » - | 192.168.97.151 2043
v v
3
L) ]
Audit Logger
.
== [ J
Task Manager )
5 <
Task @
Scheduler
hd
R —
Resources

Manager Status: Current User: twdemo

CO
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&5, 2
nall

Tripwire

Events :Dashbm'd' Ev x ,
g | Slats %] [ Display data "
| us Overview or: Events —
Dashicey Overall Status ~ | Layout Events T
overvi I
B Total Events R rew . o
Uni L —— ——————
Event- Ique Rules == ) 374584 —
Databa. | Filtered —
o | vt oo s — e (Tep TP z —
pCONNECT w
ID:
.
g Backto Report List Device Inventory
Fir
Da = Yy Parameters R Save
"1 “
Asset Source Distribution Asset Tag Sets and Tags Distribution
H$EG7
-
!t!‘:%')/- m
a7eyb—1 B

nfrastructure
status

Virtual I
Game Name Node Group -
Primary Function )
Platform Family #
Operating System | Frcsson |
Network Device
Health | ]
30 35 40 45 S0 55 60

20 F]

DimctorvServer
Database Server ]
82_tagSet l —
10 15
ribution

Asset Make and Mode! Dist!

License Distribution
VMware

]
VMWare-ESX-Policy IR
VMWare-£5X [l
Unlicensed Unknown
-
TWRouter-Policy Spbase I
TWRouter |
Fsl-Remediation
Fs1-Policy [ SUE
Fs!
Ds1-Policy M Red Hat
pst @
30 40 0 5 10 15 20 25 30 35 40 45
2017 Tripwire, Inc. Use of is software is ubject to licen: estrictions, gee hitpulf/ wwy w.tripwire.co al/eula/ for more nformation. co
COLOMBIA
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inall

Open Vulnerability Assessment Scanner

Solutions
Preparativas
Pravaniivas
fectivas
crash. This may l:mue \;gen Spectwas
tage or a manual reset of the machine.
caused due to a pouer ou

the wiring/UM
blem persists after the next boott, please check
grlecg:l:act Greenbone Enterprise Support.

heck if Feed is up to date

dmnlondtheneuestl’eedintherecdnem.

<Ok D

CO

enVaS.Org/ COLOMBIA
arget.com
pdscan.com



https://www.openvas.org/
https://HacketTarget.com/
https://Hostedscan.com/

Preventivas -- Greenbone OpenVAS

al-nl Open Vulnerability Assessment Scanner

é Greenbone

Sign in to your account

Usemame

admin

Password

https://www.openvas.org/
https://HacketTarget.com
https://Hostedscan.com

oy
$/(LYL&L

SOlUtIOﬂS

Preparativas
Pravantivas
Detectivas
Reactivas

Retrospectivas
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https://www.openvas.org/
https://HacketTarget.com/
https://Hostedscan.com/
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Open Vulnerability Assessment Scanner Solutions
Preparativas

v Bsummey (o )
18 Threats & Reseprch

Dashboarg OpenVAS - Scan Summary
Pravaniyas

Sokition types by severity

Detectivas
Reactivas

B Retrospectivas

Severity

CV CVE-1999. 0678
E-2014- -3566 CVE-2004-2687
CVE-2016- 0800, CVE-2014- 3566

CVE - Count

NVT Nama
Sokutn

TOC BINECtary Brow:

Dwiatie Use scx

S5 Festrictions for the

< drectory. if
uw o wse Apaci

roem m.m «/Dreciorys N”"T'qm‘“:“"ml:fuscmp P

- wHirectony Justioocs AlowOverrige

None order dery, ai:

, alow dery from 3

NOCVE
Arcr
Ymous FTP Login Reporting e s
fles, you should disabie
WOCYTOuS g
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Greenbone OpenVAS
kinall

Open Vulnerability Assessment Scanner Solutions

v AW G-

Preparativas

Activities ?
& Greenbone Security Assic X

task_id=748a0e57-8732-4108 21b0-377997 1b3aad%20sort=nvt&F |t_id=0&token=6¢ 36b6ba-Dasb-4fdd-9800

Praverntivas

Detectivas

Fesults vuinerability word cloud

Detection

Reactivas

cupusna~xaseBE

Retrospectivas

i bl
OO N

Microsoh Remote Deskiop Protocol Detsction oo | 80% 34.245.208.122 3389nCp Fri Oct 5 08:57-07 2018
HTTP Server type and version | esoew | BO% 34,245 208122 Bofcp Fri Qet 5 08:58:24 2018
Senvices [ soren ] B0% 34245208122 BoCp Eri Oct 5 08:56:17 2018
05 Eng Of Life Detection a [*venten T5% 34.245.208.122 generalicp Fri Oct 5 08:58:30 2018
S End Of Life Datection a [ T 34.245.208.122 generalficp Fil Oct 5 08:58:31 2018
SSLITLS: Collect and Repert Certificate Detalls [ coeoa ] a@% 34.245.208.122 33890CP Fri Oct § 08:57-27 2018
05 Detaction Consobdation and Reporting [ oo | B0% 34,245 208.122 generalicp Fri Oet 5 08:58:28 2018
SSLTLS: Hostname discavery from server cerficate | cceon ] 98% 34245208122 generalicp Fri Oct 5 08:57°30 2018
HTTP Security Headers Detection T 0% 34.245.208.122 a0cp Fri Oct 5 08:57:35 2018
SSLATLS: MicrosoR Remote Deskiop Protacel STARTTLS Detecsor [ oopea | -2 34.245.208.122 3389Ncp Fii Oct 5.08:57:07 2018

L o

=1+1}
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Open Vulnerability Assessment Scanner SOIUtIOHS

Preventivas

Preparativas
Wi v

Pravarilvas
Detectivas
Reactivas

Retrospectivas

1y & Crented Mgt s
domdl, e 2% AL WA »
o " — ned AIVE i
- - oo, W 35 2048 il wad. T 42008 RN AM
l = T =3
B T : o
i = 3 B S el (.l}‘!!!'l'-E . -:-_l\l‘," A Al
- ] 4 AV X o
- — m— med T 35 2040 B4 -u.M‘H LIRS
- oy e T
B - s - wed, wor 11 2343 00 a»tu: AL
= e M AUTE
it : - el v 33 3393 0 Wl el 37, 3908 T 00 AN
- 1 [ AU =3 i
. — i i L P e
— s ped e 33 2003 BAS :ﬂt"‘“ ¥
. T ]
2 - el War 33 2983 WEA i 2l 4, JELE RN AN
- by sl Ll N e —
Loy -
-~ - ™

el e 53 WD WA
AM UM

il ad 7, 9N 1 0 AF
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Greenbone OpenVAS

Open Vulnerability Assessment Scanner

OpenVas Vulnera bility Report

Summary

Scan started: Tue Feb 12 11:08:49 2019 uTC
Scan ended: Tue Feb 12 11:18:44 2019 UTC

Any HIGH and MEDIUM severity
vulnerabilities should be investigated and
confirmed so that remediation can take
place. LOW risk items should not be
ignored as they can be chained with other

“ vulnerabilities to enable further attacks.

Host Summary

Host Start End High Medium Low Log
192.168.1.56 (WIDGETServer) Feb 12, 11:09 Feb 12, 11:18 1 6 1 0
Total: 1 1 6 1 0
Vulnerability Summary

cvsS Count
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Solutions
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Reactivas

Retrospectivas

Severity Description

Microsoft Win

dows SMB Server Multiple Vulnerabilities-Remote (40 https://www.openvas.org/

CO

COLOMBIA

https://HacketTarget.com

DCE/RPC and MSRPC Services Enumeration Reporting
https://Hostedscan.com
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Greenbone OpenVAS gkma,;

SOlUtIOﬂS

Open Vulnerability Assessment Scanner

Preparativas

OpF-nVa_, V|:rr |erahrf|t~, Pepor‘c
HackerTarget.com

Praverntivas

Results by Host
Host 192.168.1.56

Host scan started: Tue Feb 1211:09:04 2019 UTC

Port Summary for Host 192.168.1.56
Service (Port)

Detectivas

Reactivas

Retrospectivas

general/tcp Severity
3389/tcp [ Low |
636/tcp [ Medium |
445/tcp [ Medium |
443/tcp [ High |
135/tcp [ Medium |

[ Medium |

3269/tcp
 '@
https://www.openvas.org/ coLomBIA

https://HacketTarget.com
https://Hostedscan.com
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Preventivas

Open Vulnerability Assessment Scanner

Solutions
security Issues for Host 192.168.1.56
High (CVSS: 9.3) 445/[tcp P
NVT: Microsoft Windows SMB Server Multiple Vulnerabilities-Remote (4013389) (OID: H
1.3.6.1.4.1 25623.1.0.810676) reparatlvas
Summary
This host is missing a critical security update according to Microsoft Bulletin MS17-010. Pravaniivas
Vulnerability Detection Result
Detectivas

Vulnerability was detected according to the Vulnerability Detection Method.

Impact .
Reactivas

successful exploitation will allow remote attackers to gain the ability to execute code on the target server, also
could lead to information disclosure from the server.

Solution RetrOSPECtivaS

solution type: VendorFix

Run Windows Update and update the listed hotfixes or download and update mentioned hotfixes in the advisory

Affected Softwa re/0S

Microsoft Windows 10 x32/x64 Edition Microsoft Windows Server 2012 Edition Microsoft Windows Server 2016
Microsoft Windows 8.1 x32/x64 Edition Microsoft Windows Server 2012 R2 Edition Microsoft Windows 7 x32/x64
Edition Service Pack 1 Microsoft Windows Vista x32/x64 Edition Service Pack 2 Microsoft Windows Server 2008
R2 x64 Edition Service Pack 1 Microsoft Windows Server 2008 x32/x64 Edition Service Pack 2

Vulnerability Insight

Multiple flaws exist due to the way that the Microsoft Server Message Block 1.0 (SMBv1) server handles certain
requests.

Vulnerability Detection Method

CO

https://www.openvas.org/ o
https://HacketTarget.com
https://Hostedscan.com

Send the crafted SMB transaction request with fid = 0 and check the response to

Details: Microsoft Windows SMB Server Multiple Vulnerabilities-Remote (4013389)
1.3.6.1.4.1.25623.1.0.810676)
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Preventivas

A8 Hostedscan —___ Preparativas

£ HostedScan g Docs (D) }
S Pravarnilyvag

boal'd = .
% Das"‘ S an S print Detectivas
Targets C Yelor
Reactivas
e e - ’t'
n sean® ded the free scan credits e
e .
s - Request eXCEE Retrospectivas
|» Risk tis)
_ Tar h
@ Reports scan ‘
[-_71, ckinait com
0 Knowledg® grse s Nmap
4 ckinait.com
> AP‘ Docs 5 Nmap UDP
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Notifications
Event | og

Y Syst_g,{-,
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Downtime

.‘_'_ichn_dulmu Queu
Configuration

Histogram
Notifications
Event Log

System

Comments
Downtime
Process Info
Performance
Scheduling Q!
Configuration

w System 1
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Reset Secunty C
SEH Terminal
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Preventivas Alienvault

Distrib. de Gnu/Linux.
Basada en Debian.
Monitoreo.

Identificacion de activos.

Deteccion de vulnerabilidades.

Interfaz mediante navegador web.

Une multiples herramientas.

Interfaz Unica y homogénea.
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Preventivas Alienvault

Monitoreo

Coordinado.

Unificado.
Gestion de eventos de seguridad.

Genera informes.
PDF.
Muy amigables.
Discriminados por IP

Descripcion de las vulnerabilidades.

Brinda recomendaciones y pasos a seguir.

Marca falsos positivos

Comparte a otros Alienvaults.
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Retrospectivas
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Preventivas Alienvault

Combina servicios y cruza informacion de:
Arpwatch: detecta anomalias MAC.
POf: Identificacion pasiva de OS.
Pads: detecta anomalias en servicios.
OpenVAS: Evaluacion y correlacion cruzada (IDS vs Escaner de Vuln.)
Snort: IDS + correlaciéon cruzada Nessus.

Spade: detecta anomalias en paquetes.

Conocimiento de ataques sin firma.

Tcptrack: informacion de sesiones.

Ntop: base de datos de la red.

Nagios: monitorear la disponibilidad de los hosts y servicios.
nfSen: visor de flujos de red

Osiris: IDS basado en host (HIDS).

Snare: agrupa logs de sistemas Windows.

OSSEC: IDS basado en hosts.
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Preventivas Allenvault- $k%%!'!

gm RS CRRD ACTIVITY ENVIRONMENT REPORTS i.r TTINGS ALT AN P _
* o &0

Preparativas
143 - 109 668 v 738 e I - T S R .. :

Top Alarms By Method . - . . . I . - l - I - I
Il A Detectivas

Reactivas

. Praverntivas

| p—— Retrospectivas

ASSET DISCOVERY

Top Operating Systems

op Assets With Alarms

@ 10T WindowiServer 2012-R2-Datacentor lates

@ 107% Cisco Adaptive Securty Aspliance (PD( o

® 1% windows

@ 71% Microsol Windows Se 012 R2 x64 Ecn
Mulinux 38-49

CO

COLOMBIA

@ TN Lnux32-48
% Linux 313 - 44

% Unux 26.9- 2633




alienvault

l l’ruiesslona'l SIEM

pashpoards

» Dashboards

| Mework Tickets

Ti

W Alarm
W Metric

Ticket Status

secury

Mlert

B Anomaly

@ Closed
@ Open

| inventony Compliance

Preventivas Alienvault $ ;
» s o

Ticksts Opened m

unrasclvad Alarms

Ticket Types

@ mrm

@ anomaly

[ 2

@ vevic

[ ] wunernbity

Ticket Resolution Time

4 Day 2 Day= 3 Days

. I’undada ‘

0200

Preparativas
| Pravanilvas
', Detectivas

| Reactivas

| Retrospectivas
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Preventivas Alienvault

Solutions
1 : = Preparativas
v : LT Security Vuln erability Report
ALIEN vauLr OSsSSIm . "rJ\ .
Scan time: Generated: 202103-26 01:33:33 Prayantlyas
Total number of vulnerabilities identified on @ system(s) Detectivas
Reactivas
. Medium: 3
[ Low: 4 Retrospectivas
D Info: 119
Total number of vulnerabilities identified per system
Hostip HostName Critical High Med Low Info
192.168.1.1 Host-192-168-1-1 - - 3 52
192.168.1.66 Host-192-168-1-66 - - - 1 18
192.168.1.99 Host-192-168-1-99 - - - 1 20
192.168.1.2 Host-192-168-1.2 - - .
192.168.1.200 Host-192-168-1-200 - - - ~ 4 co
192.168.1.88 Host-192-168-1-88 - m - - 21 s
192.168.1.1 Host-192-168-1-1




Preventivas Alienvault $/< 35”03}"
ina

Solutions

Medium:

Apache UserDir Sensitive Information Disclosure
Risk: Medium

Application: https

Port: 443 .
ik Preparativas
ScriptiD: 10766
Summary': P) aonr g ot

An information leak occurs on Apache based web SErvers Preventlyis
whenever the UserDir module is enabled. The yulnerability allows an external
attacker to enumerate existing accounts by requesting access 10 their home Detectivas
directory and monitoring the response.
CVSS Base Vector:

AV-NIAC:L AUNIC:PENIAN Reactivas
Solution:
1) Disable this feature by changing ‘UserDir public_html (or whatever) to
‘UserDir disabled'. Retrospectivas
Or

2)Usea RedirectMatch rewnte rule under Apache - this works even if there
is no such entry inthe password file, €.9.:
RedirectMatch Al=(1S http:a'lexample.comfn
Or
3) Add into httpd .conf:
ErrorDocument 404 http‘.ﬂexampiE.com}sample,hmi
ErrorDocument 403 mw!exanple.corm‘sarnple.hm
(NOTE: You need to use a FQDN inside the URL for it to work properly).
References:
mP:ﬂw.secmiteam.cmhmbdoms'ﬁWPDClFSFl.htm!
CVSS Base Score: 5.0
Family name: Web Servers
Category. unknown

Copyright: Copyright (C) 2001 SecuriTeam co
Version: 2020-08-24T15:18:35+0000 o
CVEs: CVE-2001-1013 |




Pruebas de penetracion _.
(hacking ético, pen-testing

Preventivas

Solutions

Preparativas

Praveniivas
Kali Linux / Cyborg Hawk Detectivas
. . . . Reactivas
Distribuciones de Linux
Retrospectivas

Todas las maldades juntas, unidas y listas para
usar.

Porque para defenderse hay que saber qué hacen
los ciberdelincuentes.




Pruebas de
penetracion

Preventivas

Todo listo, unido y facil
Tutoriales hasta en Youtube.
Pero hay que saber qué se esta haciéndo.

Puede meterte en problemas penales.

El entorno Latinoamericano hace muy facil.

Armitage: Metasploit preconfigurado y con
GUI.

Solutions

Preparativas
Pravenivas
Detectivas
Reactivas

Retrospectivas




Preventivas

Applications Places [

- Accessories
(X cyborg

f“' Cyborg Services

Graphics
" Internet
- Office

Programming
Sound & Video
:J System Tools

' Universal Access

* Ubuntu Software Center

Cyborg Hawk

Sun Mar 13, 12:01 PM

@ Special Toolkit
; @ Information Gathering
@ Vulnerability Assessment
- C Exploitation Toolkit
: C Privelege Escalation
@ Maintaining Access
@ Reporting
: @ Reverse Engineering
@ Stress Testing
@ Forensics
@ Wireless Toolkit
& RFID/NFC Tools
@ Hardware Hacking
@ VOIP Analysis
@ Mobile Security
@ Malware Analysis

Linux 3.16.0-28-generic

cyborg

Uptime: oh 8m 225

Free: 14.8Gig

Free: 14.8GiB

Free: 0B

CPU

Xorg
update-manager

MEM

Xorg
nautilus

DISKS

=]

2.00%
0.00%

5.62%
4.96%

Used: 10.8GiB

Used: 10.8GiB

Used: 0B

W cybo
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Reactivas
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Solutions

Preparativas

Terminal

Detectivas
gouE

startup wizard - W ;
e e OnionShare

Welcome to Ma
|P Range - Angry IP Scanner Reactivas

o This wizard will gui
Scans o .
Maltego Client for Scan Goto Commands Favorites

Gl

Tor Metwork Settings
ping Hostname ports [0+]

We hope that you € 4
il |P Range:

Retrospectivas

Add Files Add

which of the Following best describes your situation?

« Stop server autor atically

k.

COLOMBIA




Metasploit / Armitage

__4

Armitage \iew Hosts Attacks

v (i audliary

» (i exploit

| payload y
» (@ post

-~ v

console ¥

Armitage

Wworkspaces Help

o"

Pk [/VL&LIT

Solutions




Metasploit / Armitage = 5

Solutions

172.16.146. 138
N-OJBSQJIH]TO\TESI 8 WIN.0J0S9MINITO

——
172, 16. 146, 152

AUTHORITY\SYSTEH @ ACME-TSOVK3HCPS 172.16.146. 150

f =[ metasploit v3.5,1-dev [core: 3.5 api:1,0]
[+ -- --=[ 628 exploits - 3p9 auxiliary

| ¥ == --=[ 215 payloads - 27 encoders - g nops

| =l svn r10962 updated today (2010.11,00)

-> 1?2.16.146.148:49196) at 2010-11-09 22:55:44 .




Metasploit /

192 .168 .1.206

e
192.168.1.201 192.168.1.205

192.168.1.204

use aux il'iﬂ'y,’st&lln:l‘fﬂh{&lh_\ersion

neterpreter> set THREADS 11

THREADS => 11

usf auxiliary(seb_version) > set DisablePayloadiandler 1

DisablePayloadiandler = 1

msf auxiliary(smb_versiomn) > set PAYLOAD uindmrshleterpreter!reurse,_tcp

PAYLOAD => rimltrn]leterpreter{r'e\-erse_tcp

usf auxiliary(smb_version) > set SMBDomain WORKGROLP

<HBDomain => WORKGROUP

usf auxiliary(smb_version) » set RHOSTS 192.168.1.200-210

RHOSTS => 192.163.1.2130-210
auxiliary(smb_version) > rum
192.168.1.204: 445 s running Windews 2003 R2 service Pack 1 (language: Unknewn) (name:XEN-2K3R2 NAKED) (domain:HOTZONE)
192.168.1.205:445 1is running Windows 2003 R2 Service Pack 2 (language: Unknewn) (name:XEN-2K3-FULT) ( domain : WORKGROUP)
192.168.1.201:445 is running Windows XP Service Pack 2 (language: English) (nm:\fﬂ-\P-SP?-BIRE) (lIouailn:\F\-\P-'SP?-B.lﬁf)
192.168.1.206:445 is running Windows XP Serv jce Pack 3 (lamguage: English) (name : XEN-XP-PATCHED) (donain:HOTIONE)
192.168.1.203: 445 is running Windows XP Service Pack 3 (language: English) {name : XEN-XP-SPLOIT) (domain: WORKGROUP)
Scanned 06 of 11 hests (054% complete)
Scanned 07 of 11 hosts (063% complete)
Scanned 11 of 11 hests (100% complete)
Auxiliary medule execution compl eted




Metasploit / Armitage

92.168.1.203
\SYSTEM @ NENsy

192.168.1 .206

MIWVS\-*STEM @ XEN-
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p rOfu n d i d a d Solutions

Preventivas

Preparativas

Praverntivas

Detectivas

Retrospecti

(PROACTIVA) sl i (REACTIVA)

MISION CRITICA

GESTION DE POLITICAS MONITOREO Y RESPUESTA
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Defensa en

Preventivas o :
profundidad Solutions
Seguridad en los puntos finales Preparativas

Hardeni ng de: Pravanilyas
Servidores Detectivas
Estaciones de trabajo / Portatiles / SRR
Dispositivos moviles. Retrospectivas

Revision de conectores eléctricos / red /

periféricos.

Antivirus y firewall de host.
Actualizado.
Ejecutado periodicamente. co

COLOMBIA

Sandboxes




Preventivas

Ciberseguridad APPS Mural Cibercrimen

NO MORE RANSOM

Busque su llave para desbloquear archivos
cifrados (RANSOMWARE)

P
( - ), Ingresar
—

Reporte

Reporte los incidentes informaticos - Ley
1273 de 2009.

—
I\__‘E-Jl Ingresar

Ciberseguridad

Encuentre las recomendaciones, boletines,
gulas, informes e infografias de
ciberseguridad.

e
i+ | Ingresar

Observatorio Cibercrimen

Cuckoo: Sandbox

https://cc-csirt.policia.gov.co/Sandbox

t

https://caivir

Multimedia Ciberincidentes

ANALISIS DE MALWARE

Plataforma para el analisis de codigo
malicioso

Ingresar

CAl Virtual

Primera iniciativa en Iberoamérica en
atencion en linea policial.

lr.-’ o
I\__E-’__] Ingresar

APPS

Aplicaciones mdviles para el fortalecimier
de la ciberseguridad

) Ingresar

ual.policia.gov.co

Contactenos

zendesk chat

Chatee con
nosotros

Solutions

Preparativas
Pravantlvas
Detectivas
Reactivas

Retrospectivas
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https://caivirtual.policia.gov.co/
https://cc-csirt.policia.gov.co/Sandbox
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S Cuckoo: Sandbox == ||

SOlUtIOHS

La seqguridad : TR S
@ esdi‘-'mdo Mindefensa @ Suscribete @ Iniciar sesié e

Preparativas
SANDBOX Inicio [ Servicios | Sandbox
iZ Recent #f Pending Submit J)f‘-\\j amr \jJJ
Cuckoo Detectivas
SUBMIT URLS o
Reactivas
SUBMIT A FILE FOR ANALYSIS
£ Retrospectivas
Submit
0 I | f

I
] o Elfut Presidencia i La seguridad indefensa I”""I‘Ilmr :
a % = deegmdos . Colombia Compra Eficiente @ POXAW

CO

COLOMBIA




Preventivas Cuckoo: Sandbox

" m La seguridad
Bed es de todos

Mindefensa @ Suscribete @ Iniciar sesion e

SANDBOX Inicio [ Servicios | Sandbox
iZ Recent ¢ Pending Submit
» » » Summary
+ Your submission has been received and the tasks are being processed! Next:  View pending tasks  Submit again

Tasks: refreshes every 2.5 seconds
Task ID Date Filename / URL Package

4565 i 20/10/2022 @ 1516 2020.02.05-PropuestaBuscador-Requerimientos_ pdf pdf ' reported

Done

|
El fut Presidencia e La seguridad Iindefensa ‘ l II‘II‘I r |
a' os cral::ios de la Replblica $ es dzgtndos M I @ GOV.CO
Colembia Compra Eficiente

Solutions

Preparativas
Pravantlvas
Detectivas
Reactivas

Retrospectivas
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Preve

Recent £

ntivas

Pending

&l Summary

I File 2020.02.05-PropuestaBuscador-Requerimientos. pdf

Summary
Size
Type
MD5
SHA1
SHA256
SHA512
CRC32

ssdeep

Yara

O Inform

X Download £ Resubmit sample
328.6KB
PDF document, version 1.5
c943da2b088721bed4362e45b3c837al
eBb6TBa77fOce54c2297d6%9e41e44a0aal634a08
482134fca763e668d6fe3575fe60d35eba6T9f784ecd f6f15Ff0275ea51d284a
AB8B4C5A

6144:0Qcg5Le05F0I ruTEtaNdb5hEHBMbVWELY+IkhmzXRgPowlkWeE6zpuKCKwZXDT+EL :QcGQCUTEtcdb5
2FE1YimTRO1r12pshDB

None matched

ation on Execution

Category

FILE

Started Completed Duration Routing Logs

Oct. 20,2022, 316 p.m.  Oct. 20, 2022,3:19p.m. 203 seconds none Show Analyzer Log

Show Cuckoo Log

2k Signatures

Submit

‘ 2020.82.05-PropuestaBuscador-Requerimientos . pdf

# Score

This file shows numerous signs of malicious behavior.

The score of this file is 3.2 out of 10.

Please notice: The scoring system is currently still in development and should
be considered an alpha feature.

Expecting different results? Send us this analysis and we will inspect it. Click
here

@ Checks amount of memory in system, this can be used to detect virtual machines that have a low amount of memory available (1 event) >

Solutions

Preparativas
Pravaniivas
Detectivas
Reactivas

Retrospectivas

CO

COLOMBIA



https://cc-csirt.policia.gov.co/Sandbox
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Preventivas

Solutions

Recent £ Pending Submit
©® checks amount of memory in system, this can be used to detect virtual machines that have a low amount of memory available (1 event) v P re pa ra t I Va S
Time & API Arguments Status Return Repeated
GlobalMemoryStatusEx P) po\\/e) ) BTN fmy
: ) 0 Pravenilyas

Oct. 20,2022, 3:16 p.m. ©

0 One or more potentially interesting buffers were extracted, these generally contain injected code, configuration data, etc. v t t.
Detectivas

© Performs some HTTP requests (2 events) v

request GET http://swupmf.adobe.com/manifest/60/win/reader9rdr-en_US.upd Reactiva S

request GET http://swupmf.adobe.com/manifest/60/win/AdobeUpdater.upd

© checks adapter addresses which can be used to detect virtual network interfaces (1 event) ~ Ret ros ectiva S

P

Time & API Arguments Status Return Repeated

GetAdaptersAddresses flags: 46 ; 0 .

Oct. 20, 2022, 3:16 p.m. © family: @

© communicates with host for which no DNS query was performed (1 event) v

host 104.91.164.139

© Sets or modifies WPAD proxy autoconfiguration file for traffic interception (10 events) v

Time & API Arguments Status Return Repeated

key_handle: 0x00000394

RegSetvalueExw regkey_r: WpadDecisionReason
reg_type: 4 (REG_DWORD)

Oct. 20,2022, 3:16 ol 1

pm.O regkey: HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{557A9EFC-
64BC-4C71-99D6-F918304509AD }\WpadDecisionReason

romleons e WnadNAedcianTma co

key_handle: 000000394
COLOMBIA
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el Cuckoo: Sandbox Sl
Solutions
(~] De: support@skinait.com
Para: ventas@skinait.com Preparativas

Asunto: E-mail Security Update™
Fecha: 16 Apr 2024 15:22:40 +0200 (16/04/24 08:22:40)

r),. ~ W e
Server Requesting Authentication! Pravapiyag

Detectivas
Server provider for skinait.com is conducting a security check to safeguard your email (ventas@skinait.com).
Hereby requesting authentication, failure to execute on or before 4/16/2024 3:22:39 p.m. R ea ctiva S
a new password will be generated by the server and y ou will be automatically logged out.
You are advised to continue using your current details. Retrospectivas

To continue using your current details please use the button below.

Authenticate MNow

Disclaimer
This email is intended solely for ventas@skinait.com only. It contains confidential and/or privileged n. If you are not the intended recipient or hg
must not copy, distribute, disclose or take any action in reliance on any part of it case, you should inform us immediately and ¢

https://cloudflare-ipfs.com/ipfs/ CO
bafybeiexzjyipcwykvb6zzlefeq336r72pvg3r3wekuxckguu coLomiA
osbgohpdy/keswroker.html/#ventas@skinait.com
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R Cuckoo: Sandbox s | |
- Solutions
e @ sucvee @) riciorsesion & . Preparativas

SANDBOX Inicio | Servicios [ Sandbox
Pravantivas

iZ Recent £ Pending Submit
Detectivas
Cuckoo
Reactivas
SUBMIT URLS
https://cloudfiare- Retrospectivas
SUBMIEA FILE FORANAL ipfzzor;ﬁ;fsizr:fybeiexzjyipcwykvbﬁzzlefeq336r?2pvg3r3wekuxckguuo p
shqohpdy/keswroker.html/#ventas(@skinait.com
SUBMIT URLS
https://cloudflare-
© Drag your file into the left fie ipfs.com/ipfs/bafybeiexzjyipcwykvb6zzlefeq336r72pvg3r3wekuxckguuo
sbgohpdy/keswroker.html/#ventas{@skinait.com
N =

4 CO
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Preventivas Cuckoo: Sandbox

MINISTERIO DE DEFENSA SR L :
NACIONAL f ) | R H LU oo alic

SANDBOX Inicio [ Servicios | Sandbox

EE Recent £ Pending Submit

»  configure »

&2 Configure your Analysis v Analyze

Selection: 1/1

@ https://cloudflare- = Selection
ipfs.com/ipfs/bafybeiexzjyipcwykvbbzzlefeq33ar/2pvg3rawekuxckguuoesbgohpdy/keswroker.html/#ventas@skinait.com
0B @

Search selection

I§ HTTPS:/CLOUDFLARE...

Solutions

Preparativas
Pravantlvas
Detectivas
Reactivas

Retrospectivas

CO
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Preventivas Cuckoo: Sandbox

1\u®’y %% MINISTERIO DE DEFENSA
':"FH‘{‘ NACIONAL
SANDBOX

{2 Recent % Pending

» » ¥»  Summary

v Your submission has been received an

Tasks: Refreshes every 2.5 seconds

Task ID

3946

Date Filename / URL

ke

L
17/04/2024

© 10:45

hxxps://cloudflare-

c

ipfs.com/ipfs/bafybeiexzjyipcwykvbbzzlefeq33er72pvgarawekuxckguuoshbgohpdy/kes

the tasks are being processed

@ Suscribete @ Iniciar sesior

e

Inicio [ Servicios [ Sandbox

MNext:  View pending tasks

Submit

Submit again

Done

running

running

Solutions

Preparativas
Pravantlvas
Detectivas
Reactivas

Retrospectivas
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Preventivas

P e

SANDBOX

iE Recent ¢ Pending

» » »

Cuckoo: Sandbox

Summary

NACIONAL

" Your submission has been received and

Tasks: Refreshes every 2.5 seconds

Task ID

3946

Date Filename / URL

e

L
17/04/2024

0 10:45

hxxps://cloudflare-

ipfs.com/ipfs/bafybeiexzjyipcwykvbbzzlefeq33er72pvg3r3wekuxckguuosbgohpdy/keswro

< ARy 5 MINISTERIO DE DEFENSA

<

the tasks are being processed:!

@ suscribete @ Iniciar sesior

Inicio | Servicios | Sandbox

e

Submit

Next:  View pending tasks  Submit again

W reported

« reported

Done

Solutions

Preparativas
Pravantlvas
Detectivas
Reactivas

Retrospectivas
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Preventivas Cuckoo: Sandbox

i Recent %2 Pending Submit

Preparativas

Summary J
Prayantlyas

URL Details & Score
URL This url is very suspicious, with a score of 5.6 DeteCtlvaS
1

https://cloudflare- S
ipfs.com/ipfs/bafybeiexzjyipcwykvb6zzlefeq336r72pvg3r3wekuxckguuosbqohpdy/keswroker.ntmi/#ventasigsk1inalt.com .

o B N Reactivas

lease notice: The scoring system is currently still in
development and should be considered an alpha feature.
Expecting different results? Send us this analysis and we will Ret rospeCtlva S

inspect it. Click here

O Information on Execution

Category Started Completed Duration Routing Logs
URL April 17, 2024, April 17, 2024, 196 none Show Analyzer
10:45 a.m. 10:48 a.m. seconds Log
Show Cuckoo
Log
gr Signatures
© Performs some HTTP requests (31 events) >
@ Allocates read-write-execute memory (usually to unpack itself) (50 out of 656 events) > co
COLOMBIA
@ Creates executable files on the filesystem (18 events) >

© Changes read-write memory protection to read-execute (probably to avoid detection when setting all RWX flags at the same time) (1 event) > -
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Solutions

Preventivas Cuckoo: Sandbox

EE Recent % Pending

aadress that Is no lohger responaing to requests (legitimaie services will remain up-anda-running usually

_ _ Preparativas
€ A potential heapspray has been detected. 577 megabytes was sprayed onto the heap of the iexplore.exe process (3 events) >
r i s
2yar)rVe35
0 Screenshots v: Pravarnilyvag

Detectivas
Reactivas
- . - - - == Retrospectivas
= D
=4 = L= =

Name Response 05 IP Address Status Action
assets.prezicdn.net CNAME - d3aeorgw/ononu.cloudfront.net 104.17.64.14 Active Moloch
A - 18.155.252.22 104.18.38.233 Active Molach
A - 18.155.252.87 142.250.218.99 Active Moloch
A - 18.155.252.18 142.250.78.42 Active Moloch
A - 18155.252.111 142.250.78.46 Active Molach

x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org.edgekey.net 2.19.34.40 142.250.78.68 Active Moloch co

CNAME eB652.dscx.akamaiedge.net 142.250.78.8 Active Moloch COLOMBIA
A = 219.3440 142.251.135.163  Active Moloch

www anoaletaomananer com A = 14?2 250788 . Am AAA A A N e Sa 1 L



Preventivas

Cuckoo: Sandbox

— =l
- ';-__‘ 1 50 hetps:// cloudflare-ipfs.comy/ipfs babibeinayipowyidforlefeg 13672 pugddwekisck guaeshgo hpdy, kesaraker kil Svensas@skinart.com - @ | Buscar o= | T ol
i-'.'*-T Sign im o sdrait ® I
A
=) 5 Sistema de informacion pard la
£ }< i I}II a gestion de contratos
Solutions
!
dSKINAIT
Email: [\renLas@skms.t com
o - 8 Possword: [l ’ " -
INICins Software Capacltacion  GR 165 Articulos Blog Contdcienos
— =N
| | NOTICE

This information system is the property of Skinai

W advise all users ko verily Ber emal accounl far sepuily (easons,
By continuing 1o usae the systam you indicate your awareness of and
conzand ko hese lermsa and condiions of use.

BPM - GROUPS
Gobernabilidad,

Irazabilicad v Control de
Procesos

¢ Preocupado por |3 continuidad del negocio?

evolucidn de los procesos.

Con éste sisterma de informacion veeb sus funcionarios tendran una herramienta gue los guiara adecuadamente
por &l flujo de actividades de los procesas, podran asignarse tareas, recibiran alarmas y conoceran la

Sus directivos tendrén informackin veraz y oportuna para |a toma de decislones.

Desarrolio de
SOFTWARE WEB

. hbrﬁ

Slﬂlﬂma 'I'IEE para E

Ley Dates
HHSII[HI g conira

Personales

a 1a medida

Capacitacion en gl

120 08 software 1ibre

undada
Y 5003\‘
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Detectivas
Reactivas

Retrospectivas

CO

COLOMBIA




5663%

Defensa en = K
: kinall
p rOfu n d | d a d Solutions

Preventivas
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(PROACTIVA) ~  AcTvosoE (REACTIVA)

MISION CRITICA
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Defensa en
profundidad

Seguridad de las aplicaciones
Software / Apps / WebApps / Cloud

Preventivas

Mantener actualizado

OSs / software / leng. de prog / motores de BD.

Seguridad de los datos
Autenticacion y autorizacion
Validar que cada persona es quien dice ser.

Saber qué permisos tiene cada persona.

Acceso / ejecucion / modificacion.
Cifrado

Plan de backups: datos, software, parametros
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Pravertivas
Detectivas

Reactivas

Retrospectivas
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Antimalware: pdf-
parser.py y pdf-tools

‘[gramo@ " -parser.py --stats ../Respuesta Mariano_Pedroza No. de radicado 20222200406721.pdf
Comment:
XREF: @
Trailer:
StartXref: 1
Indirect object: 924
151: 23, 27, 37, 38, 39, 40, 41, 42, 43, 44, 78, 108, 148, 149, 158, 152, 153, 154, 156, 157, 158, 160, 161, 162, 164, 165, 166, 168, 169, 17
e, 172, 173, 174, 176, 177, 17&, 18e, 181, 182, 184, 185, 186, 188, 189, 198, 192, 193, 194, 196, 197, 198, 286, 281, 282, 284, 285, 286G, 268,
289, 218, 146, 215, 218, 219, 228, 222, 223, 224, 226, 227, 228, 230, 231, 232, 216, 237, 2408, 241, 242, 244, 245, 246, 238, 249, 250, 252, 253
254, 2?68, 263, 266, 269, 278, 276, 279, 282, 285, 286, 287, 293, 296, 299, 382, 383, 3e6, 367, 3es, 318, 311, 312, 314, 315, 316, 318, 319, 3
384, 322, 323, 329, 330, 334, 335, 339, 348, 397, 533, 534, 544, 618, 741, 811, 892, 893, 894, 978, 1001, 1002, 1003, 10685, 1006, 1087, 100
, 181e, 1011, 1813, 1014, 1015, 999, 1017, 1020
JAnnot 62: 341, 352, 354, 356, 358, 368, 362, 364, 366, 368, 378, 372, 374, 376, 378, 38O, 3B2, 384, 386, 388, 398, 392, 394, 535, 538, bH4l, 5
85, 588, 591, 593, 595, 597, 599, 601, 6083, 605, 607, 610, 614, 616, 729, 732, 735, 738, 791, 794, 796, 799, 801, 803, 805, 807, 809, 951, 953,
958, 961, 966, 969, 971, 973, 975
fCatalog 1: 1
fFont 37: 147, 155, 163, 171, 179, 187, 195, 283, 217, 225, 239, 258, 261, 264, 267, 274, 277, 288, 283,
6, 332, 331, 337, 336, 531, 538, 898, B89, 18668, 1688
/FontDescriptar 17: 259, 262, 265, 268, 275, 278, 281, 284, 292, 295, 298, 381, 328, 333, 338, 532, 891
/0bjstm 2: 1@, 956
/Page 21: 6, 7, 8, 128, 129, 138, 131, 132, 133, 134, 135, 136, 137, 138, 139, 148, 141, 142, 143, 144, 145
/Pages 3: 2, 1819, 1018
/Stream 15: 151, 159, 167, 175, 183, 191, 199, 287, 221, 229, 243, 309, 317, 1884, 1812
/StructElem 563: 525, 526, 398, 399, 480, 481, 402, 406, 483, 404, 405, 407, 418, 408, 411, 412, 489, 413, 414, 415, 416, 417, 418, 419, 428,
421, 422, 423, 342, 424, 425, 426, 427, 428, 429, 438, 431, 432, 353, 433, 434, 435, 436, 355, 437, 438, 357, 439, 440, 359, 441, 442, 443, 361
, 444, 445, 363, 446, 447, 365, 448, 449, 367, 458, 451, 369, 452, 453, 371, 454, 455, 373, 456, 457, 375, 458, 459, 377, 460, 461, 379, 462, 4
63, 381, 464, 465, 383, 466, 467, 468, 385, 469, 470, 471, 387, 472, 473, 474, 389, 475, 476, 477, 391, 478, 479, 393, 486, 481, 343, 482, 483,
484, 485, 486, 487, 488, 489, 490, 491, 492, 493, 494, 495, 496, 497, 498, 499, 588, 5081, 502, 503, 504, 585, 395, 586, 507, 396, 508, 509, 51
1, 512, 513, 514, 515, 516, 517, 518, 519, 528, 521, 522, 523, 524, 545, 546, 547, 548, 549, 558, 551, 552, 553, 554, 555, 556, 557, 558, 559,
536, 537, 560, 561, 562, 563, 564, 539, 548, 565, 542, 543, 566, 567, 568, 569, 576, 571, 572, 574, 573, 575, 576, 577, 578, 579, 5808, 581, 582
, 583, 584, 619, 620, 621, 586, 622, 587, 623, 624, 625, 626, 627, 589, 628, 629, 630, 631, 632, 633, 634, 635, 592, 636, 637, 638, 594, 639, 6
46, 641, 642, 643, 596, 644, 645, 598, 646, 647, 60O, 648, 649, 6082, 658, 651, 604, 652, 653, 606, €54, 655, 656, 590, 657, 658, 659, 660, 661,
662, 663, 664, 665, 666, 667, 668, 669, 678, 671, 672, 673, 674, 675, 676, 677, 678, 679, 680, 681, 682, 683, 634, 685, 686, 687, 688, 689, 69
e, 688, 691, 689, 692, 693, 694, 695, 696, 697, 698, 699, 700, 761, 702, 703, 784, 705, 786, 707, 768, 789, 716, 711, 712, 611, 713, 714, 715,
716, 717, 615, 718, 719, 617, 728, 721, 722, 723, 612, 724, 725, 742, 743, 744, 745, 746, 748, 749, 747, 758, 751, 752, 753, 754, 755, 756, 757
758, 759, 768, 761, 762, 764, 763, 765, 738, 731, 766, 767, 768, 769, 770, 733, 734, 771, 736, 737, 772, 739, 748, 773, 774, 775, 776, TIT, 7
78, 779, 788, 781, 782, 783, 784, 785, 786, 787, 788, 789, 798, 812, 813, 814, 815, 816, 817, B18, 792, B19, 826, 795, 821, 793, 822, B23, B24,
825, 826, 827, 828, 829, 830, 797, 831, 832, 833, 834, 835, 836, 837, 838, 800, 839, 840, 841, 842, 802, 843, 844, 804, 845, 846, 806, 847, 84
8, 808, B49, 858, 8le, 851, 852, 853, 79&, 854, 855, 856, B57, 858, B59, 8668, B61, 862, B63, B64, 865, BG66, 867, BGB, 869, 87O, 871, 872, B73,
874, 875, 876, 877, 878, 879, 880, 881, 882, 883, 884, 885, 886, 887, 895, 896, 897, 898, 899, 966, 901, 962, 903, 984, 985, 986, 907, 908, 909
, 918, 911, 912, 913, 914, 915, 916, 917, 918, 919, 928, 921, 922, 923, 924, 925, 926, 927, 928, 929, 938, 931, 932, 613, 518, 933, 934, 935, 9
36, 937, 944, 979, 980, 981, 952, 982, 983, 984, 985, 986, 987, 988, 954, 989, 998, 991, 992, 959, 966, 938, 939, 993, 962, 963, 994, 967, 995,
97@, 996, 972, 997, 974, 968, 998, 976, 977, 964, 965, 940, 941, 942, 943, 344, 345, 346, 347, 348, 349, 350, 351
/¥0bject 51: 38, 29, 32, 31, 33, 34, 35, 36, 73, 187, 166, 1685, 184, 183, 212, 211, 214; 213, 233, 235, 234, 236, 248, 247, 251, 255, 256, 257
271, 272, 273, 288, 289, 290, 321, 325, 324, 527, 529, 528, 726, 728, 727, 888, 045, 046, 947, 948, 949, 950, 1016
/XRef 1: 1821
Search keywords:
FURI 62: 341, 352
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Antimalware: pdf-
1 S
Solutions

parser.py y pdf-tools

03,

'
28, 727,

/ 21
Search keywords:
FURI 62: 341, 3
588, 591, 593,

Respuesta Mariano

Busca codigo javascript embebido

Pdf-tools
https://blog.didierstevens.com/programs/pdf-tools/

https://youtu.be/tHVi2wKCkTc
https://drbeni.ch/malware-analysis-lab



https://blog.didierstevens.com/programs/pdf-tools/
https://youtu.be/tHVi2wKCkTc
https://drbeni.ch/malware-analysis-lab

Antimalware:
rkhunter

Terminal — bash — bash (ttypl) — 96x50 — 21
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Actualizacion y
mantenimiento

Inventarios de activos.

Preventivas

Adquisicion/disposicion de activos
Cambios en el personal (Contratacion/Fin de contrato)
Disposicion final / Retencion de la informacion.
Plan de mejora continua del SOC.
Adquisicion y apropiacion de nuevas herramientas. https://opensoc.io/
Capacitacion permanente.
Actualizar buenas practicas y procedimientos.
Uso de las nuevas herramienta adquiridas.
Canales de comunicaciéon con comunidad y pares para:
Identificar nuevas amenazas / vulnerabilidades emergentes.

Reportar incidentes (informes, alertas o denuncias).
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https://opensoc.io/

JEETEE Planear la reaccion

Plan y operacion de backups.
Parametros de configuracion de software
Informacion
Prioridad y orden

Cuantificar / valorar el tiempo de:
Generacion / Recuperacion.

Simulacros.
Incidentes.

Recuperacion.
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Detectivas
Reactivas

Retrospectivas
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’ Fundada

’ 9003
¥ = ||
Planear la reaccion nall
e — ;,:;_5 @ schedute . Preparativas

1G] Backup
| Archivo Ses!

Pravanilvas
phasma_Doc

Detectivas
BackupNever Raf‘..l o backip

origen y d€

Reactivas
| (warehouse

s o repoSiton Retrospectivas
- FlestoBackUP o vedinthel
|| @ Mantener f v files in the follow

'|| e ® ﬁom? conta
¢ Eliminar e [10Ca 1hOSt ~]$ bor
¢ Detallado [ loca lhost J

~]$ rsync
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2003

Capacitacion y S
sensibilizacion so:unons

Preventivas

El computador mas seguro del mundo es aquel  rPreparativas
que esta desconectado ...

. pero siempre conseguiras que alguien lo
conecte por ti.

El recurso humano es la principal causa de
problemas de seguridad. Retrospectivas

La compacencia es aliada del intruso.

Auditar peridodicamente para:
Aconsejar / Capacitar personal.
Detectar inconformidades.

Pravenivas

Detectivas

Reactivas

Verificar el cumplimiento. €O

COLOMBIA

Aplicar procedimientos disciplinarios.




Preventivas

Iimedia Biblioteca e

rRE
project Fil

‘ -5/2024-04-24 145655 mp4
show | S gl Videg; 1280 720 pixe/s 5 30 fps
irch — ol +o 3 2 Canal

€5 a 48000 Hz (32 bits)
‘_. . racion;

1 minuto, 35 segundos
tin, F=
Inspos Lr

e ...L-_wheres_My Jetpack.rnp:i
i 2 Canales 3 44100 Hz (15 bits)
e J < ..acidn: 3 Minutos, 53 segundos

- ESentacion27kps
Video: 1280% 720 Pix
vl 2 Canales 2 4800
wacion: 2 Minutps,

I-oos{mp-l
els a 3p fps
0 Hz (32 bits)
21 segundos

k) Ampliacign

& Capag

& Capa 1

41l Capaz

Ena

video Transjc on

Seleccione yp Video en |3 linea de
tiempo Para configurgr Sus
Propiedades Y efecto o Crear un vigeg
Nuevo;

Crear yn titulo parg e video

Crear un video de color

2024.04.24-2?RPaJ

Soportea |3

de Segurida

&y 8

Capacitaci()!l)’
sensibilizacion

s#Renderiza [

Solutions
27k Pal

Gestion de Riesgos
ddela Informacign

T
Guardar =

e

= e

httpa: gk nait.com

-]

s seconds
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Lg matriz de | %%:kma,
Eisenhower ajustada Za L

Preventivas

Preparativas

Costo de implementacion del control
Bajo Alto

Detectivas
Reactivas
Retrospectlvas**- “

Praverntivas

Alto

Impacto en mitigacion de riesgos
Bajo
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Actividades

Detectivas

eMonitoreo 24x7
eAlertas oportunas

eConocer sintomas




Actividades
detectivas

Detectivas

Monitoreo de funcionamiento de equipos y
red:

Analisis de bitacoras.
Comparar con linea base.

Periodicamente.

|dentificar cambios:
Detectar posibles ataques.

|ldentificar falsos positivos.

Ajustar linea base.

Emision de alertas oportunas.

Solutions

Preparativas

Preventivas

Reactivas

Retrospectivas
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Monitoreo y gestion o &
c«kl,na,"

de prOCESOS Solutions
top / htop

. [localhost
ﬁ [ localhost Lastcomm

- [ Localhost kill
“[localhost killall

[ Localhost nice

[ Localhost renice



Detectivas

ksviso
j uard / monitor del sistema mate

Monitor
Editar
Ver A
yuda

|
E_IIQ_EL | Sistema

[
| Monitor Editar Ver Ayuda

e —

recursos

ﬁ“f'jar_de:_m ———

Monitor del sistema

sistemas de archivos

Monitoreo de

|
|] ;dev;sdblz Jubuntu/usr extd 29,4 GiB 26,1 GiB 24,6 GiB 3.3 GiB '.
| e .rdevfsdbla Jjubuntufvar extd 29,4GiB  283GiB 268GB 11GiB| |
I| ) jdev/sdbl4 Jjubuntu/tmp extd 20,4 GiB 28,2 GiB 26,7 GiB 1,2GiB | |
* Jdev/sdbl5 Iwarehousezmextd 682,1 GIB 265,0 GIB 230,3 GiB 417.1 GiB |
‘\ —
4 ___',jdev.rsdbt‘: / extd 10GiB 7853 MiB 669 MiB L1 Gia |
. :‘tl =\ jdev/sdb7 fust extd 204GiB 156GIB 14,1 GiB
. I|I (3 [dev/sdb8 Nar ot  20AGIS 19668 181G 9.8GB|
2 [ .fdev;sde fhome extd 20,4GiB 19.3GiB 102 Gi8 10.1GiB [
| . . - ¢ e
| l /dev/sdcl jmgab extd 9,5 GiB 9,5 GiB 9,0GiB 36.0 MiB
| I| e
| fdeufsch jmgabjusr extd 58,7 GiB 287 cis 27.2GiB 44,0 MiB
[
|| || __ifdeu.rsclca jmga6fvar extd 28,7 GiB 28,7 GiB 27,2 GiB 44,0 MiB
{ [} | | jdev/sdcs Imgas/home extd sa7GB 287GiB 27,2 GiB 44,0 MiB
| | e 9 — —
l [ , /dev/sdcb fwarehouse extd 859,3 GiB 215,6 GIB 171.9 GiB 43,7 GiB |
II | — .
| I| i jdewv/sdcT Jstorage extd g859,3 GIB 2057 GiB 162, 0 GiB 653.6 GiB |
| —
II | ) jdev/sdcB jmgabitmp extd 9,3GiB 9,3 GiB 8.8 GiB 360 MiB
l fdevrsddl fmediarwlndom fuseblk 195.3 GiB 1210 cie 1210 Gie 743GiB|
| ,_______.-—-—
{ ;dewsdda jsteam/usr extd 3g2GiB 32,9 Gie 31.0GiB 53GB| |
| -
|| !dev.fsddcl Jsteam/home extd sg2GiB 371 Gis 352GiB 1.0 GiB | | 1
| jdev/sdd5 jsteam/bootjre extd 9,5 GiB 7.3 GiB 73GiB 2.3 GiB |
| _l |___ L=
| , /dev/sdd6 [steam extd 144Gi8 14.1GB 13,3 GiB 301.2 MiB |
] f— .____|_ PRI
| | |® /devisdd? [packup extd 1.4TiB 197.5GiB 1242Gi8 12TiB |

13.8 GiB |
|

I| Sistema Procesos Recursos

I| Dispositivo ¥ carpeta Tipo  Total Libre Disponible | En uso

|I B Idev/sdal [boot/EFL vfat 486,0 MiB 4856 MiB 85,6 MiB 404,0 KiB
|| L2 /dev/sdbl0 (P extd 196Gi8 195GE 183 Gig 79.8MiB
| e /dev/sdb11 jubuntu extd 1,0GiB 927.4MiB goo,0 Mie 1.0GiB| [

~

~

o L ) |

% | {
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Auditoria de L

e ;3‘%003‘;:,
contrasenas ESkinall
Solutions

John the ripper

root@kali: ¥ & '

File Edit View Search Terminal Help

@ i~ john --wordlist=/usr/share/john/password.lst froot/johns_passwd
‘Created direCtiuty. / FOUTT -l
Warning: detected hash type nghabl2crypt”, but the stringd is also recognized as
"crypt”
Use the ”ﬂ—format=crypt" option 1O force Loading these as that type instead
Using default input encoding: UTF-8
Loaded 2 password hashes with 2 ent salts (sha5l2crypt, crypt(3) $6$ [SHAS
112 128/128 gSE2 2x])
Will run 2 OpenMP threads
Press 'q’ OF ctrlL-C to abort, almost any other key for status
-password #=phn)
19 0:00:00:07 DONE '2015-11-06 01:44) 0.14249/s 505.1p/s 650.9c/s 650 .9C/s modem
. .SSS
Use the n__ghow"loption 1O display all of the cracked passwords reliably
Session completed

ytakali:~#
rakati:~#
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Auditoria de o &
contrasefas ESkiall

John the ripper
Hydra

9

Dataci)
d.)wid@lab_- - _) ,,JJ 21
user P LIS Aace
van Hauseo Y : -'Ipl-l‘r ;ﬁ;_. )
evavay et )

the

a ':I- in

admin
adain
Waain®

<4

E
E
El
-

—

—~mmmer
£ X

ddm;n“
msfadmin"

& -

! vBlid pagssw ra ‘urc
dnished at 12613 3109-68' 07:24 15




Detectivas MO n "0 ¥ ix

v3.8.1

Monitorix

v3.15.0
Hostname J Graph
localhost vJ AII graphs ]
" Local Host
Multihost
All
Produccién . ok |
Backups
Laboratorio
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Detectivas

wn!uadavunuw

20
18
16
14

Load average

I P~

— 100

B 1 min average
O 5 min average »
O 15 min average 70

e
B Used [@ Cached O Buff ol

System load

W
o 60
i~ 50
IS 40
—
1.86 g-’_
166
k 10 - 95.2%
146 10 weck 09 Wee Hin: 2.0 Max: 93 i
1.2 § e week 088 rage: 7.9% - . 0.0% Max: -%
" . 3.0% Ave . 0.0% Min: Max: 8-
Y leg current: - average: Y- Min: 1.9% Max: 1-1%
> | user t: 0.0% - 1.6% S p.0% :
2 03¢ - ce Curren 1.4% Average 0.0% Min: Max: ©.8%
0.6 G g:«steﬂ Curreﬂ:'-_ o on Average: g Min: 3-:: Max: 0.8%
t current: average: ©- Min: ©. - 0.2%
0.4 6 [} 1/0 wal Current: a'g:: Average: a—g;: Min: 0.0% :::_ 0.0%
6.26 a mgﬂao Current: g% average: 3696 Min: 0.90%
6.0 | so 1 Curreﬂt: .996 Average: ) 108
Apr  May | B sted current: O

Monitorear
comportamiento

and usage

(lyear)

Active processes

300
200

100

Processes

Kernel usage (1month)

(lyear)

ive [ Inact: 1
tive @ Uptime

ApMayJunluliugSepDctowDecl anFeliar
Current:

1.5

G*Oh&lke;nu]usaqe

Kerne

EIR T R

1 usage

(1year)

Context switches and forks

orks/s

L“I. B

(1year)
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‘ undada
4, 5003\‘

Detectivas MOI‘I "OI‘iX $/< Lna,"

v3.8.1 Solutions

monitorix.skinait.com ‘

Wed Apr 17 17:21:10 UTC 2024
System load average and usage
system load (lyear) ] Active processes (lyear)
4 1 1. 1 1 1 9
: - d -) -
Datacilyag
) 2 & :
% < g B
' e b
o o e ——— = R t'
2 m HaylundulAugSeplctiovDeclanFelMaripr eac Ivas
i W Sleeping Current: 114
I W Wait I/0 Current: a
2 B Zombae Current: L]
[ O Stopped Current: ] .
I l r M Paging Current: L] Retrospectlvas
i - . : i - | : : ; ; 'H . W Running Current: 2
May Jun Jul Aug Sep  DOct Nov  Dec Jan Feb Mar Apr
B 1 min average Current: 8.11 Average: 1.17 Min: 8.85 Max: 108.21 O Total Processes Current: 116
O 5 man average Current: 6.13 Average: 1.21 HMin: 8.86 Max: 18.47 -
O 15 min average Current: B8.15 Average: 1.22 Min: @.88 Max: 18.53 Entropy (lyear) g
; 266 : ' ! e |
system uptime: 32 days, 2h 1l4m i f
- - i & 158 |
Memory allocation (1837MB) (1lyear) E B
1.8 6 : ! = 168 ¥
L5 & o ' 'rlaj.n]ur;lul..ﬁuglﬁep'ﬂc'i.ﬂmi}ec'.]an.Fel:'ﬂa |;Apr :.:
1.4 6 = O Entrepy Current: 93
1.2 G m u
“ e i Uptime (lyear) ]
i . ' ' 2
E 8.8 G i
B.6 G n
Fy |
8.46 a A
8.2 G m
a.e — ek
i ' May S Jun Jul Aug - Sep " Oct  Mov Dec  Jan Feb  Mar Apr ) Ha:.nlun]ulAugEEpﬂcﬂmDecJanFel:HarApr 2
W Used @ Cached [ Buffers @ Active [ Inactive @ Uptime Current: 38.4
CO
COLOMBIA
Global kernel usage
Kernel usage Elyear] a Context switches and forks ({lyear)
160 : : : : : : : o SIS I‘ g
o f g T O T ST ] W 1.8k | - :



Detectivas

Global kernel usage

Monitorix

v3.8.1

Kernel usage (lyear) 4 Context switches and forks (lyear)
100 gl = :
wi
e +
80 2l £ g
= - = b=t
o1 &0 S e.e e d
= 50 m MayJunulAugSeplctiovDeclanFeMaripr
ot 40 @ Context switches Current: 333
= a0 W Forks Current: 2
X I
28 ]
VFS usage (lyear) ]
18 1
- A . : s e - W |
May Jun  Jul Aug Sep  Oct Nov  Dec Jan Feb Mar Apr -
M user Current: 4.7% Average: 2B.9% Min: 1.8% Max: 95.8% E 58 =
O nice Current: 0.0% Average: B0.0% Min: 0.0% Max: 0.1% u -
O system Current: 1.5% Average: 2.6% Min 8._8% Hax T.7% 2 ]
W I/0 wait Current: 8.08% Average: 8.1% Min: 8.9% Max: 3.5% R e S S S L~
B IRD Current: 0.0% Average: B0.0% Min: 0.0% Max: 0.0% ) MayJunlulAugSeplctiovdeclanfetfaripr
@ softIRQ Current: 8.8% Average: 0.2% Min: 0.8% Max: 1.3% B inode Current: 77.7%
O steal Current: ©.1% Average: ©.1% Min: ©.0% Max: 0.4% O dentry Current: 57.1%
W guest Current: ©.8% Average: 0.0% Min: 0.8% Max: 0.8% @ file Current: 1.2%

Filesystems usage

(1lyear)

Disk I/0 activity (lyear)

. 30 f .
il = g
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MySQL statis

MySQL guery types (lyear) ‘|| . Table saturation and MyISAM (lyear)
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PgsQL background writer (1month)
120 Preparativas

118 '
100 -
= 2 Preventivas
ae |
T8
s Dataciivas
58
48
i Reactivas
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[ a : : d i . i 4 - i > O
Week 12 Week 13 Week 14 Week 15 Week 16 Retrospectwas
O checkpoints_taimed B checkpoints_req O buffers_checkpoint O buffers_clean B maswritten_clean M buffers_backend
O buffers_alloc

Buffers written/s

PgSQL rows by queries (1month)
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Full Opensource
Bajo consumo de procesamiento/RAM

Voltaje memoria RAM — SPAM enviado por
SMTP.

MRTG: Carga de red.
Reportes/estadisticas graficos.
Almacena historicos para comparar.

Alertas x email. https://youtu.be/ARRWV-rnHe4?t=304

Activar Monitorix para varios equipos
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https://youtu.be/ARRWV-rnHe4?t=304
https://www.server-world.info/en/note?os=CentOS_8&p=monitorix&f=2
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Full screen Share Clone Edit
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Solutions

https://www.ssllabs.com/ssltest/analyze.html

@ Qualys SSL Labs Home Projects  Qualys Free Trial  Contact Preparativas

You are here: Home > Projects = SSL Server Test > javeriana.edu.co Preve ntIVa S

SSL Report: javeriana.edu.co (200.3.149.136)

Assessed on: Sun, 17 Mar 2024 23:45:04 UTC | Hide | Clear cache Scan Another » Dataciivas
Summary Reactivas
Overall Rating RetrOSpeCtlvaS
Key Exchange
I ——
cwerseeron. |

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server does not support Forward Secrecy with the reference browsers. Grade capped to B. MORE INFO »

This site works only in browsers with SNI support. co

COLOMBIA
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¢Estas en listas
negras? _ =N
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Detectivas

Products ~ Solutions v Partners v Resources ~ Company v

proofpoint.

DYNAMIC REPUTATION IP LOOKUP
CHECK YOUR IP ADDRESS HERE

If your IP address is currently on our IP blocklist, or your IP is experiencing sending delays, this 10G
Proofpoint.

FOR PROOFPOINT CLIENTS

If you are @ Proofpoint client, please click here for an expedited response.

IP Address *
| 150.65.88.88 |

\/ No soy un robot e
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¥ Haz clic aqui para ver ty mensaje
v Le gustas 3 SpamAssassin
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v Ty mensaje se Podria mejorar
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v No hay enlaces rotos
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olutions
Comportamientos fuera de lo normal Preparativas
Comparar con linea base Preventivas
NIDS Dataciivas
Triage de incidentes i
Verificacion inicial. Retrospectivas

;Esta sucediendo?
Jque tan peligroso es?
Valor/identificacion de los activos expuestos/afectados.

Nivel jerarquico del personal afectado.

|dentificar falsos positivos.
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Priorizacion « Segun el impacto y la reaccion.
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Reactivas

eContener
eErradicar
eRemediar

eRestaurar




N

)

daNy,
\0
3%

N Actividades reactivas %kma,

SOIUI'IOHS

,’(\'
L\J'-n

¢

Contener el incidente para que no escale

Preparativas

Investigar el incidente

Preventivas

Causas

Detectivas

Alcance

REAGUIA
Levantar evidencias Y—
Erradicar las fuentes del incidente
Remediar
Activos expuestos o vulnerables.
Previendo que no se repita.

Restaurar el funcionamiento a la normalidad co.
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Comunicar (Reportes / Alertas)
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IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES
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\Y)

[~]$ su -
Contrasena:

Ultimo inicio de sesién:dom mar 21 16:17:52 UTC 2021 en pts/0
Ultimo inicio de sesién fallido:lun mar 29 15:52:20 UTC 2020 de

159.65.11.115 en ssh:notty
Hubo 79535 intentos de logueo fallidos desde el ultimo logueo exitoso.

ldentifica intentos fallidos de acceso

Hazcilvas

Si supera el maximo permitido = bloqueo
Tras cierto tiempo vuelve a autorizar

Si supera el maximo - bloqueo por mas
tiempo.

[~]1$ su -
Password:

Last login: Tue Apr 30 01:03:57 UTC 2024 on pts/0
Last failed login: Tue Apr 30 19:40:25 UTC 2024 from 43.157.80.160 on ssh:notty
There were 628 failed login attempts since the last successful login.

'col.omnm - 7
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SnOrbg HE threat s

Dashboard My Queue (8)

Dashboard

Events Sensors Search

LAST 24 TODAY YESTERDAY THIS WEEK THIS MONTH THIS QUARTER THIS YEAR

2

HIGH SEVERITY
Sensors
4k
3k
‘é 2k
2
E 1k

1863

MEDIUM SEVERITY

Event Count vs Time By Sensor

20011

LOW SEVERITY

s

come Rowell Dionicio

Administration

.1 More Options

TOP 5 SENSOR

TOP 5 ACTIVE USERS
B Rowel Dionicio 8.400
&

LAST 5 UNIQUE EVENTS
http_inspect: NON-RFC DEF 2,722

snort_decoder: WARNING: |

stream®: TCP Timestamp is 65,999
snort_decoder: WARNING: | 2,490
snort_decoder: WARNING: | 20.550

AMALY ST CLASSIFIED EVENTS

False Positive

Policy Violation 41
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Preventivas
Detectivas
KEALUAD

Retrospectivas
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01 More Dliens

Dashboard
TOPE & SEMSOR
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479 54 129 R ——
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Reactivas

Snort Interfaces Global Settings Updates Alerts Blocked

Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Snort Vulnerability Research Team (VRT) Rules

Enable Snort VRT @ Click to enable download of Snort VRT free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rule Account
Sign Up for paid Sourcefire VRT Certified Subscriber Rules

Snort Oinkmaster Code my_oinkcode]

Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL!)

Snort GPLvZ Community Rules

Enable Snort GPLv2 ~ Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 VRT certified ruleset that is distributed free of charge without any VRT License restrictions. This ruleset is
updated daily and is a subset of the subscriber ruleset.

Emerging Threats (ET) Rules

Enable ET Open @ Click to enable download of Emerging Threats Open rules
ETOpen is an open source set of Snort rules whose coverage is more limited than ETPro.
Enable ET Pro 1 Click to enable download of Emerging Threats Pro rules

Sign Up for an ETPro Account
ETPro for Snort offers daily updates and extensive coverage of current malware threats.

Sourcefire OpenAppID Detectors

Enable OpenAppID | Click to enable download of Sourcefire OpenApp|D Detectors
The OpenApplD package contains the application signatures required by the ApplD preprocessor.

OpenApplD Version
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CLEEITE Aprender y mejorar

Evolucionar para incrementar la capacidad de:
Prevencion
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Medicion de resultados
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Muchas Gracias

;Preguntas?

ventas@skinait.com
http://www.skinait.com

Software libre para proteger los activos de informacién por Ricardo Naranjo Faccini se distribuye bajo una
Licencia Creative Commons Atribucidn 4.0 Internacional.
Basada en los articulos:
https://www.skinait.com/como-proteger-los-activos-de-informacion-Escritos-71/ y
https://www.skinait.com/software-libre-para-ciberseguridad-Escritos-53/.
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